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Audit Highlights: BART Overtime Risks Can be Reduced by Strategic Improvements in Oversight & Management

AUDIT HIGHLIGHTS

_‘@"_ The BART independent Office of the Inspector General
“<=" (OIG)is pleased to present its audit of BART overtime
(OT): BART Overtime Risks Can be Reduced by Strategic
Improvements in Oversight and Management. The audit was
part of our FY 24-26 Audit Plan and we obtained the services
of TAP International (TAP) to conduct this important work. TAP
performed extensive data analysis to identify overtime drivers
and what prevents BART from understanding why they drive
overtime. TAP crafted several recommendations that-once
implemented — will help BART gain better control over its
overtime and improve forecasting to reduce variances

between its overtime budget and actual overtime costs.

BART’s existing timekeeping system does not allow for easy
extraction of why overtime is used. This severely limits
management’s ability to truly understand or control the full
scope and cost of overtime. Thus, BART finds itself reacting to
overtime demands more so than strategically steering them,
which limits management’s ability to accurately forecast,
analyze, and manage these costs, ultimately hindering a
more proactive approach to overtime. Likewise, union-
negotiated rules - like minimum staffing requirements and
the seniority-driven process for awarding overtime —
frequently put BART management in a reactive position.
Consequently, management’s levers for controlling overtime
costs are limited. Nevertheless, management can better
control overtime costs by strategically limiting when it is
authorized and ensuring it is genuinely needed.

This audit provides a high level, broad assessment of
overtime practices across the District. Rather than diving into
department-specific or employee-level details, the audit
encompassed all BART departments and the full workforce of
over 4,000 employees. This comprehensive scope was
intended to surface systemic drivers, trends, and control
issues that affect overtime districtwide, laying the
groundwork for deeper, targeted analysis where needed.
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WHY THIS AUDIT MATTERS

An overtime auditis

particularly vitalin a transit
agency like BART, which operates
24/7/365 and relies on overtime to
keep trains moving and stations
staffed. This audit highlights the
need for BART to obtain core data on
what drives its overtime and shines a
light on the control gaps that would
otherwise allow BART to assess
which positions, departments, or
union rules generate the most
overtime so that management may
make more cost-effective decisions
on awarding overtime.

RECOMMENDATIONS IN BRIEF

To gain better control of overtime,
BART should:

e Improve Data Collection &
Analysis

o Refine Budgeting & Performance
Measures

e Strengthen Approval Controls

e Address Work Rules & Staffing
Gaps
e Enhance Anti-Fraud Tools &

Awareness

See the accompanying report for full
details and the District’s response to
each recommendation.

2025


https://bartig.specialdistrict.org/files/a0980b325/FY24-26+OIG+Audit+Plan.pdf
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OVERTIME IS NECESSARY

Overtime is an inherent part of running a transit system. BART provides critical public transit services 7
days a week, 365 days a year, and inevitably must rely on overtime to staff trains, stations, and
maintenance functions as well as its police department. Meeting that around-the-clock demand requires
coverage across multiple shifts, including nights, weekends, and holidays. At the same time, BART must
also respond to unplanned events such as weather disruptions, service delays, infrastructure
maintenance, and emergency incidents. Overtime, then, becomes a necessary and practical tool to cover
vacancies, handle unexpected surges in work, and minimize service interruptions without overstaffing
every shift. By using overtime selectively, BART can adapt quickly to fluctuating demand, ensuring that
core services continue with minimal disruption.

OIG FrRAUD INVESTIGATIONS

Ourrecent investigations into time theft revealed instances where individuals more than doubled their
wages through overtime by taking advantage of gaps in BART’s timekeeping and approval processes. In
some cases, direct supervisors permitted this misconduct, either by failing to enforce proper procedures
or by actively enabling it. Our investigations underscore the impact of even isolated cases of time theft.
They also stress the seriousness of how the timekeeping and approval gaps identified in this audit make it
difficult for management to spot and thwart improper behavior.

Inconsistent data collection and ineffective oversight mechanisms make it difficult for higher-level
managers to identify anomalies that warrant further scrutiny. In a large, continuously operating
organization like BART, the ability to detect fraud relies heavily on robust data systems, disciplined
approval protocols, and prompt responses to red flags. While this audit did not identify fraud, it did
spotlight the need for implementing the recommendations to protect public resources and maintain
organizational integrity.

SPECIAL THANKS

The OIG thanks TAP International for their excellent work in completing this audit. We contracted with TAP

to conduct the audit on our behalf as part of our FY 24-26 Audit Plan. Their attention to detail and
expertise is evident in their work.

We also thank BART officials for their cooperation and assistance during this audit. Their valuable input
helped complete a fair and balanced audit.
FULL AUDIT REPORT

Users of this summary report should refer to the accompanying audit report for full details on the audit
findings, conclusion, and recommendations, as well as BART’s responses to those recommendations.
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OVERTIME UNCOVERED: WHAT’'S DRIVING IT & HOW TO TAKE CONTROL

Key Overtime Drivers

Limited Operational Insight #'] Manual Scheduling

No standardized data on why overtime Departments rely on outdated or semi-
occurs (e.g., projects, absences). manual scheduling processes.

8B Work Rules & Union Agreements {2 Staffing Shortages
Union-driven seniority systems often Persistent vacancies & slow onboarding

] o . technicians, officers).
Staffing minimums & bidding rules

reduce flexibility.
Control Gaps & Risks

¥ Lack of Detailed OT Data ¢) Inefficient Timekeeping

No fields in timekeeping for Time approvers face tight windows,
categorizing types of OT. reducing review quality.

() Broad Approval Authority /\ Safety and Fatigue Risks

Supervisors may approve OT outside Excessive OT may endanger staff well-
their teams—risking error or misuse. being & public safety.

Budgeting Challenges

m Historical vs. Predictive Budgeting Inconsistent Monitoring

Budgets are, in part, based on past OT, Lack of cross-department tracking
& less on predictive analytics. obscures true OT drivers.

Boost Efficiency with These Key Improvements

Better Data @ Enhanced Controls
Gain deeper insights with standardized Strengthen oversight with clear approval
& trackable overtime data. authority & better timekeeping

. processes.
Q Smarter Forecasting

Shift from a historical model to a
predictive model for accurate OT
budgeting.
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OFFICE OF THE INSPECTOR GENERAL TEAM
Claudette Biemeret, Inspector General

Oversight of the District’s

Jorge Oseguera, Deputy Inspector General
Use of Revenue

P:510.464.6257 E: jorge.oseguera@bart.gov

Jeffrey Dubsick, Principal Investigative Auditor

P:510.817.5937 E:jeffrey.dubsick@bart.gov

Stop Fraud, Waste, & Abuse Jessica Spikes, Executive Assistant
P: 510.464.6569 E: jessica.spikes@bart.gov

Report What You See

to the OIG
OFFICE OF THE INSPECTOR GENERAL

2150 Webster Street, 4" Floor, Oakland, CA 94612
P:510.464.6141

E: inspectorgeneral@bart.gov

W: bart.gov/oig

24/7 Fraud, Waste, & Abuse

T: @oigsfbart
Whistleblower Hotline

REPORTS
You can read this and all the Office of the Inspector General’s
— reports on our website at www.bart.gov/oig.

www.bart.gov/oighotline

.

510-464-6100
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TAPINTERNATIONAL, INC.

TRAINING ANALYTICS PERFORMANCE

May 16, 2025

Claudette Biemeret

Bay Area Rapid Transit District Inspector General
2150 Webster St, 4t Floor

Oakland, CA 94612

Dear Ms. Biemeret,

TAP International, Inc. is pleased to present our report to the Office of the Inspector General
describing the results of our firm’s audit of the Bay Area Rapid Transit District’s (BART’s) overtime
management practices.

We have provided our findings and offer recommendations and matters for consideration to help
BART improve overtime management and reduce the risk of fraudulent overtime payments.

Respectfully submitted,

TAP International, tne,

TAP International, Inc.
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REPORT HIGHLIGHTS

What This Audit Examined
The audit addresses the following questions:

1. Does BART have sufficient tools, systems, and internal controls to manage overtime costs
effectively?

2. Are sufficient controls, processes, and systems in place to prevent overtime fraud?

3. Are there opportunities to strengthen BART’s anti-fraud policies and controls to prevent
overtime fraud?

Why This Review Matters

Overtime is a valuable tool in the operation of a large public transportation agency that provides
service to the public seven days a week, from early morning to midnight each day. Providing the
opportunity for employees to work more than a 40-hour workweek and earn higher overtime wages
gives BART additional flexibility to meet service demands, complete capital projects, protect public
safety, and much more. BART management’s use of overtime also carries risk, for example, from
increased operational and capital costs to more opportunity for potential misconduct from
disrupted work schedules, and a potential for increased risks to employee health and for
operational incidents. Cost-effective management of overtime is a key component toward ensuring
BART’s financial plans as it faces unprecedented challenges. The BART Office of the Inspector
General (OIG) hired TAP International to conduct a performance audit of BART’s management of
overtime costs and efforts to prevent and detect overtime fraud.

What The Audit Found

Enhancements to BART’s policies, processes, and tools could help improve oversight of overtime
use, further reduce overtime costs, and lower the risk of time theft.

Improved tools and processes for overtime budget forecasting, automated scheduling, and risk
management could help BART improve its overtime cost management. BART increased its use of
overtime in recent years, although the agency’s efforts to increase staffing have mitigated the
growth in agencywide overtime costs, which declined in Fiscal Year (FY)2024. BART employee
overtime earnings in FY2024 were about $80.9 million, or about 14 percent of total employee
earnings. High overtime use persists in the Police Department and certain job classifications in
other departments, and 57 BART employees’ more than doubled their regular pay from overtime
work in FY2024. Among the reported factors driving these overtime costs include challenges to
hiring and promotions, the time needed to train employees in skilled positions or qualify for
promotion, and work rules in BART agreements with labor unions, such as minimum staffing
requirements.

BART’s key activities to prevent and detect overtime fraud rely on designated time approvers
reviewing and approving employee timecards. Granting broad authority for time approval within the
timekeeping system increases the risk for potential issues, such as circular approvals, without

" This represents about 1.2 percent of BART employees, based on 4,643 unique employee IDs in FY2024. BART has no
individual employee limits on the number of overtime hours or earnings.
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additional safeguards. The reliance on manual processes and few tools for time approvers to
efficiently review thousands of time entries within short time periods limits the effectiveness of this
key fraud prevention and detection activity. Other changes to the payroll policies and practices
could help reduce the risk of potential issues of misconduct in time reporting, including further
segregation of duties to ensure proper use of time codes, prevent self-approval of time entries, and
formal adoption of timekeeping policies and procedures. Other opportunities to reduce the risk of
time theft, identified by BART managers and staff, included consistent and timely distribution of the
overtime report and enhancement of other tools to detect potential issues.

The Association of Certified Fraud Examiners (ACFE) recommends a range of fraud prevention
practices. BART has implemented many of these recommended practices related to employee
hiring and fraud investigations and reporting. BART has not addressed specific recommended
policies to prevent employee misconduct before the occurrence - like mandatory job rotations and
vacations — however, BART cannot enact these types of changes to employee work rules without
discussion and agreement with its labor unions. Cost-effective opportunities exist for BART
management to further align with the recommended practices in areas related to anti-fraud
education and awareness, and ethics and organizational culture, for example, using virtual posters
to raise awareness and adopting an agencywide ethics policy.

Recommendations

We make five recommendations to BART management to strengthen the agency’s oversight of
overtime controls and processes.

BART’s management, and its governing board, should take five actions to better mitigate the risks
associated with overtime work. Among the potential benefits of these recommended actions are
potentially reduced overtime costs of up to $6M from BART and union efforts to reduce overtime
rates from double time to time-and-a-half, a decline in the risk of industrial injury, increased public
safety, and enhancement of organizational culture?. It would also be beneficial to further develop
the cost-benefit analysis tool we included in Appendix B to identify high overtime classifications
that may warrant further scrutiny and to better inform data-driven staffing and policy decisions. We
also discuss potential options for BART to accomplish these recommendations.

BART management should:

1. Address the factors driving overtime in positions with continued high levels of overtime use and
for those positions with employees who earned overtime pay amounts of double or more of
their regular pay. These factors include, but are not limited to, challenges to hiring and
promotion and the work rules governing overtime work.

2. Develop and implement cost-effective processes or tools to improve overtime cost
management, including overtime budget forecasting, monitoring and analysis of the reasons
for overtime work, automated scheduling, and performance measures for efficiency and
effectiveness of the timekeeping system.

3. With the assistance of BART’s risk managers, assess and report to the Board on the risk of, and
extent that overtime work has led to industrial injury at BART, if at all.

2 Magnitude of the potential benefit is not quantifiable as it is dependent on multiple factors such as the timeframes of
adoption, acceptance and implementation of changes in organizational culture, budget constraints, and union
negotiations.
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4. Address deficiencies in the time review and approval process to better prevent and detect time
theft schemes, and ensure BART has sufficient anti-fraud policies, procedures, and systems.

5. Strengthen fraud prevention practices in the areas recommended by best practices, including
anti-fraud education and awareness, proactive audit procedures, and ethics and organizational

culture.

Potential Options for BART Management

BART management has many options to consider when deciding how to address this audit’s five
recommended actions. Below is a list of possible actions, by recommendation, identified during
the audit. This list is not intended to be exhaustive and is presented for reference only.

Recommendation 1: BART management should address the factors driving overtime in positions
with continued high levels of overtime use and for those positions with employees who earned
overtime pay amounts of double or more of their regular pay. These factors include, but are not
limited to, challenges to hiring and promotion and the work rules governing overtime work.

Options to consider:

a. Continue efforts to optimize the number of positions needed in each job classification,
particularly in those positions where overtime costs persist.

b. Initiate processes to modify work rules that often lead to increased overtime costs, both in
added hours worked and/or increased rates of premium pay, when negotiating with BART’s
labor unions, for example:

1.

Modify work schedules to reduce the opportunity to work shifts at two-times regular pay
on regularly scheduled days off.

Use schedule “floaters” (employees without pre-assigned job duties) to fill unplanned
absences.

Further define when Union Business is to be conducted during regular shift hours.
Expand the use of automated tools for the assignment of overtime shifts, scheduling,
and people management.

Clearly define when a break or lunch can be considered “missed.”

Clearly define when work hours are to be considered regular versus premium shift
differential.

c. Establish or expand the performance measures and goals and hold each managerial level
accountable for meeting those overtime goals, such as:
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1. Provide consistent managerial overtime reports at each organizational level,
including frontline time approvers, to better manage overtime trends and address
anomalies. Reports should include budget-to-actual numbers and personnel
vacancies.

2. Consider the following performance measures to monitor overtime risks:

e Consecutive days of overtime worked

e Cumulative days with overtime hours worked per six months

¢ Number of overtime hours worked per pay period, month, quarter, and fiscal
year



¢ Number of payroll adjustments

¢ Frequency and number of hours of missed breaks and missed lunches

¢ Premium pay for overtime hours

¢ Number of employee grievances related to timekeeping and overtime
allocation

d. Expand the use of resource planning tools, which may include:

1.

Formal adoption of a process for departments to communicate to the Budget Office
their planned costs and estimates of unplanned overtime costs by quarter.
Expanded use of BART analytics for generating reports and sharing information on
overtime, enhancing access to data that can help supervisors monitor overtime
usage.

Broaden the use of an automated tool, like Telestaff currently used by Police, for
planning overtime and the allocation of overtime among employees per labor union
work rules, to enhance management’s ability to monitor in real-time overtime costs
and reduce the chance of violations of labor union work rules, which can lead to
payouts for employee grievances.

Create a centralized database of payroll adjustments, and require its use among
payroll staff, to track requests, document adjustments completed, and monitor
trends in the reason for each adjustment.

Support BART’s Department of Labor Relations’ efforts to improve categorization,
tracking, and reporting of grievance payments, including its impact on overtime.
Use information from the measures described above to determine when and if to
add new positions, rather than assign additional workload to current employees
necessitating overtime work. BART can weigh the costs of overtime for current
employees and compare them to the costs of adding positions — while new
positions could reduce organizational overtime, they also bring fixed costs like
benefits. Using data for past and projected overtime can help management
optimize the number of employees versus overtime costs.

Recommendation 2: Develop and implement cost-effective processes or tools to improve
overtime cost management, including overtime budget forecasting, monitoring and analysis of the
reasons for overtime work, automated scheduling, and performance measures for efficiency and
effectiveness of the timekeeping system.

Options to consider:

a. Develop an overtime budget forecasting process and tools, including for departments and
sub-units that are high users of overtime

b. Identify reporting and analysis tools and a process for monitoring of the reasons entered on
timecards for overtime work

¢. Automated scheduling

d. Performance measures for the efficiency and effectiveness of the timekeeping system

6|Page



Recommendation 3: With the assistance of BART’s risk managers, assess and report to the Board
on the risk of, and extent that overtime work has led to industrial injury at BART, if at all.

Option to consider:

BART risk management, working in collaboration with Payroll, should consider regular monitoring
and annual reporting to the Board on the relationship, if any, between industrial injuries and
overtime work. For example, BART risk management could monitor for one year the employees in
job classifications with the most overtime hours worked (for example, over 50 percent or more than
1,000 hours) for increased risk of occupational injury from overtime and determine if further
preventative action is necessary to mitigate the risk of industrial injury.

Recommendation 4: Address deficiencies in the time review and approval process to better
prevent and detect time theft schemes, and ensure BART has sufficient anti-fraud policies,
procedures, and systems.

Options to consider:

a. Setanannual aggregate overtime limit, requiring approval by BART management for an
individual to work overtime when their earnings from overtime exceed a set percentage of
their base salary.

b. Injob classifications with the highest rates of overtime, as recommended by best practices,
require periodic job rotation or mandatory vacations to reduce fraud risk by disrupting
opportunities in the work environment for overtime theft.

c. Regularly notify overtime-eligible employees that BART management actively monitors
overtime use and has established prevention practices to minimize the risk of misconduct.
Also include references to other BART policies that promote workplace ethics and provide
anti-fraud education and reporting methods.

d. Tighten internal controls within Employee Connect to best align system access with an
employee’s authority for time entry and approval, for example:

1. Update time approval policies to align responsibility for an employee’s time
approval with the defined span of control, to ensure that an employee’s time is only
approved by an accountable superior in their direct management chain above
them, prohibiting lateral approvals (where employees in the same or similar
position can approve each other’s time), including when the time approver is
working under a temporary employee upgrade. A time approver should be
accountable for the direct oversight of an employee’s day-to-day work schedule.

2. Segregate the duties for and restrict the ability to enter and approve time for
employees on long-term leave. This includes preventing a Leave Management
Analyst from both entering and approving time for employees on leave and disabling
access for department-level personnel to enter time reporting codes for employees
on industrial or disability leave.
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3. Require both initial and periodic time approver training that includes fraud
prevention best practices specific to their function and a review of relevant
documented time theft cases, to help time approvers prevent, detect, and report
suspected misconduct.

e. Toidentify potential time reporting issues, update the overtime report to:
1. List employees with excessive overtime hours to identify irregularities such as more
than 24 hours worked in a single day or significantly more hours worked than peers
2. ldentify persons on payroll with no time off for vacations or sick leave
3. Identify sudden, significant shifts in charging time by time series and pattern
analysis

Recommendation 5: Strengthen fraud prevention practices in the areas recommended by best
practices, including anti-fraud education and awareness, proactive audit procedures, and ethics
and organizational culture.

Options to consider:

Fraud Education and Awareness

a. Publicize BART’s anti-fraud efforts and highest-risk schemes by functional area, to increase
employees’ understanding that timekeeping is regularly reviewed, and that misconduct will
be detected. Cost-effective communication methods could include virtual posters, pop-up
notifications, screen savers, and email tag lines.

b. Use existing electronic tools, such as chatbots or dedicated channels within Microsoft
Teams, to answer employee questions about proper conduct and how to report concerns.

c. Provide mandatory, routine, informal or formal time theft prevention training or allocate
additional time to fraud awareness training to include tips on how to spot potential issues
in existing required training sessions.

d. Work with the BART OIG to ensure timely distribution of reports that document fraud cases
among BART employees.

Proactive Audit Procedures

a. Conduct surprise audits (OIG or Performance and Audit) that may include the review of:

1. Asupervisor’s and manager’s changes to base schedules and workload

2. Employees working extra duties or different shifts on overtime, to ensure there is a
workload that justifies overtime work by management and employees

3. Work locations (and for overnight shifts) without continuous direct physical
supervision of employee work, and/ or review camera recordings that observe BART
employees’ punch-in, punch-out of time collection devices to prevent and detect
identified overtime theft schemes, such as buddy-punching or a supervisor clocking
an employee in or out
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4. Time Accounting and Administration Department’s (TAAD’s) processes to prevent
payroll errors and ensure complete documentation of payroll adjustments in
overtime reporting

b. Add performance measures to BART Analytics designed specifically to identify early
warning signs of possible misconduct to enhance the perception that management will
detect potential misconduct. Measure could include:

1. Number of changes to employee schedules

2. Adjustments to time entries or other types of payroll corrections
3. Rate of missed breaks and lunches
4.

Frequent workers of shifts with additional duties or working overtime during evening
or overnight hours

Ethics and Organizational Culture

a. Adoptan agency-wide ethics policy by either establishing a separate policy or incorporating
itinto a code of ethics.

b. Adopta fraud prevention policy.

c¢. Routine informal or formal ethics training.
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BACKGROUND

Labor is one of the biggest costs of doing business and includes overtime, in addition to employee
regular wages, benefits, and related taxes. Overtime is an accepted cost of doing business, as
organizations continuously balance hiring enough people to perform the work to be done against
hiring too many. In California, overtime is defined as an employee working more than eight hours in
one day or 40 hours in a workweek, with exceptions for certain positions and work schedules. The
use of overtime by employers is regulated in both federal and state law, in part to protect the health
and safety of workers. Organizations typically monitor overtime use as part of their standard
processes to track, review, approve, and pay employees’ worktime.

BART tracks employee overtime through its timekeeping and payroll processes, which require the
participation of several persons and departments, including the employee, the employee’s
supervisors and managers, TAAD, and the BART Payroll Department. Figure 1 provides a high-level
overview of the timekeeping and payroll processes, including BART management’s approval for an
employee to work overtime and the employee’s reporting of working overtime hours, and includes
the following general steps.

e BART supervisor creates employee’s work schedule in Employee Connect, which is part of
the PeopleSoft system and is used to manage employee schedules and record employee
work time. Work schedules include all regular and overtime hours.

o Employee swipes in and out of the Time Collection Device (TCD) using their employee
badge, including overtime hours. The TCD system electronically transmits the swipe in and
out information to Employee Connect.

o Employee regular time, if not charged to a capital project and reconciled to the employee’s
work schedule, is automatically approved within Employee Connect. Overtime and
premium time, even if aligned with the employee’s work schedule, must be approved by an
authorized supervisor or manager before payroll is processed.

e TAAD uses the PeopleSoft system to review and process time entries. TAAD has 48 hours to
review time entries for errors and anomalies and resolve discrepancies with the employee
supervisor/manager prior to processing by the Payroll Department. The insufficient amount
of time allowed for the review makes it difficult for TAAD to identify all time entry errors.
Although the responsibility for time entry approval is at the supervisory level, our results
show that not all supervisors implement the same level of detailed review to ensure
accuracy in the time reported, leaving BART vulnerable to paying overtime that may have
been questioned if more time is allowed.

e Oncetime entries are reviewed and finalized, the Payroll Department processes the payroll
and payment is issued to the employee.

o Employee may question the accuracy of payments with TAAD, Payroll, or their union. Errors
can resultin a retroactive adjustment or an employee grievance, a process used by BART
and the unions to resolve discrepancies.
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Figure 1. BART’s Standard Payroll Processes

Employee
Supervisor/
Manager

Employee

Timesheet
Approver

TAAD

Payroll

Enter employee work
schedule into EC,
including overtime.

Review and

resolve errors and

Swipe infout on TCD
or enter time in EC to
record work hours,
including overtime.

exceptions.

Review and approve
time entries. All
overtime hours must be
reviewed and approved.

¥

Review and resolve
errors and
exceptions.

Receive pay.

Process payroll and
issue employee
payment

Source: TAP International summary of BART Payroll Time and Labor Guidelines.
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OBJECTIVES, SCOPE, AND METHODOLOGY

The BART OIG contracted with TAP International to: (1)
Evaluate the sufficiency of BART’s tools, systems, and
internal controls to manage overtime costs effectively; (2)

Glossary of Terms
e QOvertime: The additional hours
worked beyond an employee’s

assess controls, processes, and systems in place to prevent regular work schedule.
overtime fraud, and (3) identify opportunities to strengthen e Overtime premium pay: The
BART’s anti-fraud policies and controls to prevent overtime additional earnings an employee
fraud. receives for working additional

The scope of the audit included:

overtime hours on an evening or
overnight shift or for taking on

* The period of FY2021 to FY2023. FY2024 was also extra duties.
reviewed for comparative purposes. e Paid time-off: Includes vacation,
* AU BART departments. comp time, sick leave.
«  Overtime and timekeeping processing, approval, ¢ Non-paid time: Employees’ time
and corrections controls. records may reflect time-off
without pay.
To answer the audit questions, we completed the following e Regular work schedule: The

audit work: expected work schedule of an

employee. l.e., 8AM to 4PM, 4PM
to Midnight, Midnight to 8AM.

e Regular Day Off (RDO): Days on
which an employee is not
scheduled for work, according to
their regular work schedule.

e Premium Pay: The additional
earnings an employee receives

Analyzed BART employee earnings data for FY2021
to FY2024 to identify trends in overtime costs and
hours agencywide, and by department, position,
and Collective Bargaining Agreement (CBA).
Reviewed Time Recording Code (TRC) data for a
sample of high overtime earners in FY2023 and
FY2024 (117 and 57 employees respectively who

earned more than 100 percent of their regular salary for working their regular work
in overtime). Analyzed records for the sample schedule on an evening or
employees to identify how each employee increased overnight shift or for taking on
their pay and the TRCs used to identify the extra duties such as being an
components of their overtime hours and earnings. instructor.

Developed a cost-benefit tool to compare the cost
of overtime incurred to the cost of hiring new employees and conducted an analysis of
employee job positions with high levels of overtime in FY2024. The analysis, however, had
limitations due to uncertainties and variables in pay rates at hiring, onboarding and training
time, future overtime needs, and changes in new employee pay rates over time.

Determined how time approvers are granted authority to approve time and the scope of that
authority. Analyzed actual time approver data for FY2023 and FY2024 to identify the
employees that were approving time and who they were approving.

Reviewed BART documents including annual budgets, quarterly financial reports, payroll
and timekeeping manuals, collective bargaining agreements, etc.

Compared FY2023 and FY2024 pay rates used in the payroll system versus labor union
agreements’ rates of pay for a sample of high overtime earners.

Reviewed employee access to the pay rate tables in the payroll system and process for
changes to employee pay rates.
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* Assessed management efforts to prevent and detect payroll schemes involving the creation
of a “ghost” employee which is the use of a fictitious person in the timekeeping or payroll
system.

* Interviewed BART staff and managers to document process and controls for time entry,
approval and review, and monitoring of overtime:

— Sample of seven (7) time approvers, randomly chosen from across BART

— Assistant General Manager (AGM) for Transportation, managers, and staff involved
in timekeeping and payroll processes, including the Amalgamated Transit Union
(ATU) Crew Office

— BART Chief of Police and management responsible for overtime management

— BART Performance and Budget

— BART Labor Relations information on employee grievances and settlements related
to timekeeping

— BARTTAAD

— BART Human Resources

Our audit work encountered limitations to our analysis:

* BART could not extract employee clock-in and clock out times (punches) to analyze the
accuracy and enforcement of minimum rest and shift premiums.

* BART could not extract all TRC records for all employees for analysis. TAP relied on a sample
of employees making more than 100 percent of their regular pay in overtime pay in FY2023
and FY2024.

* Data was not available for extract to show why employees in the sample were granted
overtime or whether the overtime was planned or unplanned.

* Could not access rationale for overtime input when approved because BART could not
extract the information from the timekeeping system.

We performed this audit between March and November 2024. We reviewed and discussed the
audit’s findings and recommendations with BART management and provided the OIG with a draft of
this audit. We considered the additional information and views provided by the BART management
and, when applicable, incorporated their responses into the final report.

During our work, we remained attentive to indications of fraud, waste, and abuse, but we did not
design the audit to investigate any specific allegation of wrongdoing.

We conducted this performance audit in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

A draft report was provided to BART management and management agreed with the audit report
recommendations. See Appendix G for agency comments.
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KEY FINDINGS

Finding 1: Expanded Cost Management Efforts Needed to Further Mitigate BART’s
Overtime Costs

Increased Staffing Has Mitigated Some Overtime Costs, but Challenges to Hiring and
Promotion Need Attention for Further Reductions

BART’s overtime spending declined in FY2024 after several years of efforts to increase BART
staffing. BART managers reported staffing shortages as a significant, but not the only, driver of the
agency’s recent overtime spending, with too few employees to perform the work to operate the
transit agency. Since FY2021, BART has increased its workforce by 11.5 percent or 444 full-time
equivalents (FTEs), increasing its staffing level to almost 4,300 FTEs.® Other drivers of overtime
include minimum operational staffing requirements, training requirements, union business
requirement needs, disability claims, and capital project needs.

Overtime spending increased through FY2023, without impact from increased staffing levels, as
shown in Figure 2. In FY2024, BART reversed this trend and spending on overtime declined, while
BART continued to add staff. BART spent about $80.87 million on overtime in FY2024, about the
same as in FY2022, after rising to more than $96M in FY2023. BART management explained that it
takes significant time, in many positions, for a new employee to achieve full work productivity to
reduce overtime hours. Further reductions in overtime spending would be expected in future fiscal
years, according to this explanation, because of BART’s continued hiring efforts.

Figure 2. BART Overtime Spending and Staffing by Fiscal Year

120,000,000 4,400
$96,053,463.32  $80,867,580.81 4,300

100,000,000
o $80,936,525.10 4,200
£ 80,000,000
£ 4,100
i $51,860,830.13 "
© 60,000,000 4,000 |
£ L
5 3,900
S 40,000,000
o 3,800
20,000,000 3700
0 3,600

FY2021 FY2022 FY2023 FY2024
I FTES e Qvertime Earnings

Source: TAP International analysis of BART Earnings Database, FY2024 Annual Comprehensive Financial Report

3 Overtime spending remains above the almost $52M spent by the agency in FY2021, when the agency was responding to
the challenges created by the COVID-19 pandemic and BART implemented their District Retirement Incentive Program
(“DRIP”) when 287 BART employees retired on March 21, 2021.
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While the agency spent about the same amount on overtime in FY2024 as in FY2022 (about $81M),
BART employees worked fewer hours of overtime overall in FY2024. BART spent more per overtime
hour worked in FY2024 ($99 per hour) compared to FY2022 ($89 per hour), as shown in Table 3. In
addition, Table 13 in Appendix A shows that senior, foreworker, and technical positions (i.e., Sr.
Operations Foreworker, Train Control Electronic Tech, Systems Service Worker, Sr. Police Officer-
Adv (84 hr), Communications Electronic Tech, and Operations Foreworker) incurred more overtime
hours in FY2024 than in FY2022. This indicates that higher wage employees tend to incur more
hours of overtime in comparison to other position classifications. Appendix A provides additional
analysis of overtime earnings and hour trends by department and positions.

Table 3. Comparison of Overtime Earnings and Hours and Positions (FTEs) by Fiscal Year

FY2021 FY2022 FY2023 FY2024
Overtime Earnings ($) 51,860,830 80,936,525 96,053,463 80,867,581
Overtime Hours 575,728 912,166 1,053,761 813,513
Ratio OT Earnings/Hours ($) 90.08 88.73 91.15 99.41
Full-Time Equivalents (FTEs) 3,848 3,918 4,158 4,292

Source: BART FY24 Annual Comprehensive Financial Report, TAP International analysis

BART’s Hiring and Promotion Efforts Reduced Overtime Hours in Some Key Positions,
But Other Positions Still Need Attention to Further Mitigate Overtime Spending

The positions most in need of new staffing, explained by BART management, are those with the
most overtime hours worked. We identified the nineteen positions at BART with the most overtime
hours in FY2024 (over 10,000 hours in overtime), as shown in Table 4. BART managers reported they
typically consider adding new employees when asked to reduce overtime, but that BART does not
have a routine, systemwide process to plan for and evaluate the cost and benefits of hiring new
personnel versus incurring overtime. Having such a process and a tool would benefit BART’s
planning and managing personnel overtime costs. An example of a tool for comparing the costs of
continuing to incur overtime versus hiring new personnel is included in Appendix B.

To reduce overtime and meet staffing expectations, BART hired and promoted a significant number
of personnelin FY2024 in some of these 19 positions. Overall, in FY2024, BART hired 268 full time
(FT) employees and 165 part time (PT) employees. Among these were new hires and promotions in
key positions with significant overtime hours, including Train Operators, Station Agents, and
Electricians, as shown in Table 4. For example, the number of overtime hours among Station
Agents declined by almost half (47 percent) from FY2023 to FY2024, with the hiring of 22 new part-
time Station Agents and the promotion of 33 part-time Station Agents into full-time positions.
However, it should also be noted that some positions, like the Train Control Electronic Tech,
experienced an increase in the total overtime hours awarded despite BART adding new positions.
BART management explained that they expect a further reduction in the number of overtime hours
for the positions where there has been hiring and promotion, for example among Train Operators,
because it can take many months for a new employee to complete training and reach a level of full
productivity.
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Table 4. Job Titles with Over 10,000 Hours in Overtime in FY2024 and Increase/Decrease from
FY2023

Change in Overtime
FY2023 FY2024 Hours
Overtime | Overtime | Increase (Decrease) New Hires/
Job Title Hours Hours FY2023 to FY2024 | Promotions FY2024
Train Operator 164,650 128,942 (22%) 80 (P5T7t((3PFT%
Station Agent 102,412 54,360 (47%) 33 (P%I'Zt(()PII'I)';
Sr Operations Foreworker 51,280 50,978 (1%) None
Train Control Electronic Tech 22,449 33,810 51% 7
Electrician 38,471 27,782 (28%) 10
System Service Worker 21,869 21,402 (2%) 40 (PT)
Sr Police Officer-Adv. (84 hr)* 16,829 20,062 19% None
Communications Electronic Tech 20,320 19,915 (2%) 2
Operations Foreworker 18,192 19,535 7% None
Track Equipment Operator 24,686 19,443 (21%) 1
Transit Vehicle Mechanic 47,944 17,680 (63%) 19
Police Officer (84 hr)* 18,849 17,503 (7%) | 7 (29 in Academy)
Structures Equipment Operator 21,504 16,155 (25%) None
Sr Police Officer - Adv.* 12,536 15,560 24% None
Rolling Stock Foreworker 14,118 14,736 4% None
Utility Worker 20,071 12,603 (37%) 32 (PT)
Buildings Worker 10,437 11,552 11% 2
Track Worker 11,347 10,954 (3%) None
Storekeeper 19,267 10,475 (46%) 4

Source: TAP International analysis of BART Earnings Database and BART Human Resources Department.

* Sr. Police Officer, Sr. Police Officer-Ady, Police Officer all conduct the same role within the police department, but are
considered different pay grades. The positions are separated within this analysis as they are listed as separate Job Titles
in the payroll and timekeeping database.

NOTE: Station Agents and Train Operators are not initially hired as full-time employees. Personnel are either promoted
into the positions from other BART positions, or hired first as part-time, then promoted into full-time positions. Sr. Police
Officers, Operations Foreworkers, Rolling Stock Foreworkers are generally promoted into the positions.

See Appendix C for the job definitions of the nine Job Titles that incurred the most overtime hours in FY2024.

BART management explained that it did not hire or promote in other high overtime use positions
due to a range of challenges. For example, BART management reported that Maintenance and
Engineering has struggled to fill vacant Communications Electronic Tech and Train Control
Electronic Tech positions, which require education or apprenticeship in electronics, and is working
with BART Human Resources to identify barriers — such as pay, experience, or testing requirements
—to hiring for these positions. Other senior level positions, such as Operations Foreworker, Senior
Operations Foreworker, Rolling Stock Foreworker, and Sr. Police Officer-Adv., require promotion to
fill vacancies. BART management explained that changes to the labor agreements may be needed
to more quickly fill these senior level positions and reduce overtime. BART’s job descriptions
specify the knowledge and experience for promotion to the position of Operations Foreworker,
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which requires a minimum of two years’ experience equivalent to Train Operator, Station Agent, or
DMU Engineer.

While Table 4 suggests that in some cases, hiring a full-time employee (FTE) may be more cost-
effective than assigning an equivalent number of hours through overtime, it is important to
recognize that the realization of these projected cost savings is not guaranteed.

Specifically, the assumed cost reductions are contingent upon disciplined execution by
management to reduce overtime hours in proportion to the FTE’s capacity. In practice, achieving
such a reduction can be difficult. Without strict controls and oversight, departments may continue
to authorize overtime at historical levels, resulting in both the added cost of a new FTE and
sustained overtime expenditures.

Furthermore, some level of overtime is necessary due to BART’s 24-hour operations and some
overtime is unavoidable due to unpredictable operational demands, emergencies, or staffing gaps.
Therefore, a portion of overtime usage will persist regardless of staffing increases.

As aresult, there is a tangible risk that net personnel costs may increase rather than decrease if the
expected overtime reductions are not fully realized. Decision-makers should be cautious when
projecting cost savings from this staffing strategy and should ensure that appropriate
accountability mechanisms are in place to manage overtime authorizations going forward.

BART Can Benefit From Expanded Overtime Rules Setting Added Limits on its Usage

Another tool available to BART to manage overtime costs is BART’s rules governing the number of
overtime hours, or compensation, an employee may work or earn. Changes to these work rules
provide an opportunity for BART management to effectively reduce overtime use and cost.

While government agencies generally do not set limits on the amount of overtime their employees
may work, at least one California local agency set a limit on overtime earnings as a tool to tightly
control overtime costs. BART managers explained that by design, BART has no agency-wide limit on
the amount of overtime that a BART employee may work because the government agency must
operate continuously to meet its service hours, which range from 16 to 19 hours daily. While there
are no prohibitions on the amount of overtime worked, BART management explained that there are
rules limiting the number of continuous hours worked in certain positions, including overtime, to
protect employee health and public safety.*

Absent a limit on overtime work or pay, some BART employees more than doubled their regular
earnings from overtime work, significantly increasing their annual compensation. While most BART
employees earned less than 25 percent of their regular pay in additional overtime pay, our analysis
of BART employee earnings showed that 1.2 percent (57) of BART employees more than doubled
their regular pay from overtime work in FY2024, a decline from 2.6 percent (117) of BART employees
who had more than doubled their regular pay from overtime in FY2023 as shown in Table 5. Thirty-
three of these employees earned over 100 percent of their regular pay in overtime pay in both years,

4 For example, in accordance with state and federal regulations, BART rules limit Train Operators to no more than 12
consecutive hours worked, and Operators must have at least 11 hours of rest before returning to work. Our review of a
samp[le of BART’s timekeeping and payroll records did not identify any issues with non-compliance with these specific
work rules, however, BART’s timekeeping and payroll systems do not have specific automated controls or reports to
prevent violation or identify when these work rules may be violated.
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and more than half of these 33 employees held the position of Operations Foreworker or Senior
Operations Foreworker. Appendix D provides further details of the number of employees by job title
in FY2023 and FY2024 who earned over 100 percent of their regular pay in overtime pay.

Table 5. Distribution of Overtime Earnings Among BART Employees

Overtime Earnings as a Percentage of Regular Pay
(# of Employees and Percent of Total Employees)
25% or Less From 25 to From 50 From 75 to 100% or
50% to75% 100% More
FY2023 3,070 (68.5%) 771 (17.2%) 377 (8.4%) 149 (3.3%) 117 (2.6%)
FY2024 3,496 (75.3%) 708 (15.2%) 291 (6.3%) 91 (2.0%) 57 (1.2%)

Source: TAP analysis of BART Earnings Database.

Beyond monitoring which employees work more than 30 overtime hours worked per pay period,
BART does not routinely monitor how much individual employees earn in overtime pay. The
opportunities for an employee to substantially increase their earnings from overtime work depend
on the work rules for their position. BART managers reported that certain work rules have led to
increased overtime hours and compensation while working overtime among employees
represented by labor unions. For example, minimum staffing requirements, such as for employees
covered by the Amalgamated Transit Union (ATU), the American Federation of State, County and
Municipal Employees (AFSCME), the Service Employees International Union (SEIU), and the BART
Police Officers’ Association (BPOA), regardless of whether there is an operational need to cover the
position during an absence, frequently require BART managers to bring in additional staff working
overtime to fulfill the staffing requirements. Combined with rules that allow employees to take sick
leave up to 45 minutes prior to the start of their shift, creating unplanned absences in these
positions, employees often work overtime. BART’s efforts to increase staffing in positions with
minimum staffing requirements helped mitigate overtime costs driven by these work rules. With
additional staff, BART managers reported adding “floater” (also referred to as “panel” or “board”)
employees to the regular work schedules and this helped reduce some overtime costs driven by
minimum staffing requirements and unplanned absences like sick leave. BART managers also
reported working with BART Human Resources Department to reduce long-term employee
absences related to workplace injuries to prevent staffing shortages.

Further mitigation of overtime costs will likely require changes to the work rules that drive increased
overtime hours or compensation, BART managers explained. Any changes must first be negotiated
with labor unions because the work rules are defined in BART’s negotiated labor agreements. Under
the work rules, BART managers described several legitimate opportunities for an employee to
maximize the number of overtime hours worked and their compensation from overtime. These
opportunities include electing to work an alternate schedule that creates more opportunities to
work overtime shifts and taking on additional duties while working overtime to increase overtime
compensation.

Our review of the timekeeping records of high overtime earners, who more than doubled their
regular earnings in overtime pay in FY2023 and FY2024, confirmed the opportunities in the work
rules discussed by BART managers. Under the work rules, these employees were able to
substantially increase their overtime earnings by:
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e Working evening or overnight shifts (swing shifts or graveyard shifts) to earn a higher wage
rate per hour of overtime worked.

e Taking regular shifts and working additional overtime hours to maximize the opportunity to
receive extra pay by working during the evening or overnight hours. Work rules require an
employee to only work a portion of their shift during evening or overnight hours to receive
extra pay for all hours worked during their shift.

e Taking on extra duties, such as Instructor Duty, Tower Duties, Employee in Charge,
Temporary Upgrades, and Lead Worker Duties while working overtime.

e Working an alternative work schedule, such as working 10 hours a day for four days,
provides an employee up to three or four regularly scheduled days off in a workweek instead
of two days off, providing more days on which to work overtime. Depending on the labor
union agreement, having three regularly scheduled days off per week provides the
opportunity for an employee to earn double-time when working on more than one regularly
scheduled day off.

e Taking a paid vacation or sick day on a regularly scheduled workday, and then working a
regularly scheduled day off for overtime. Under most of BART’s collective bargaining
agreements®, vacation or sick leave typically counts toward the accumulation of a 40-hour
work week; using the paid time off typically does not jeopardize an employee’s eligibility to
earn overtime by working a regularly scheduled day off.

o Not taking paid breaks or lunches. The labor agreements require payment of overtime for
missed paid breaks and lunches among certain job positions, like a Transportation
Foreworker. If the taking of the full break period is not enforced, employees may work
through their work breaks and lunch to earn overtime pay.

As part of its efforts to effectively manage overtime costs, BART management reported that they
have initiated negotiations with labor unions to discuss potential changes to work schedules to
reduce opportunities for overtime work at double the regular pay rate, while other changes are also
under consideration. Based on FY2024 overtime earnings, costs could potentially be reduced by
about $6M.

Improved Budget Forecasting is Another Tool that Could Help BART More Effectively
Manage Overtime Costs

Best practices for effective budgeting by government organizations recommend the use of
forecasting procedures for more accurate payroll projections, including overtime costs. BART
currently budgets for overtime primarily based on the previous year’s dollar amount and can benefit
from additional input from departments about circumstances that could generate overtime, such
as year-end closing activities by the Finance Department. BART budget managers said they could
more accurately budget for overtime with an improved process for departments to communicate
their anticipated staffing and overtime needs. For example, BART management reported that
anticipated overtime for planned capital projects and employee time off around holidays for
vacations could be shared to improve agency budgeting for overtime, as well as their estimates for

5 AFSCME does not consider vacation or sick leave as working hours (SL 1-24, item #1). BPMA does not
consider sick leave hours as working hours in a regular work week. (D1-7, Section 48).
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unplanned overtime costs. A better process is needed, said BART budget managers, to help
department managers efficiently communicate this information to the budget office.

In FY2024, BART’s actual spending on overtime was much closer to its budgeted amount, despite
having no formal process for identifying overtime needs for budgeting. While close to the budgeted
amount, the accuracy to prior years’ spending is not as meaningful as a budget for overtime based
on anticipated department and agencywide needs. BART budget managers reduced the difference
between budget and actual overtime costs from FY2022 to FY2024, as shown in Figure 6, due in
part to increases in staffing. The steady increases in overtime costs that exceed budgeted
estimates between FY2021 and FY2023 are due to multiple factors previously described in this
report as well as noting that addressing staff shortages due to the COVID-19 pandemic also
contributed to exceeding budget estimates for overtime. Creating overtime budget-to-actual
reports based on forecasted overtime use by department and subunits could help empower
operational managers responsible for resource planning to make strategic decisions regarding
overtime use and better manage costs. Managers explained that the current overtime report they
receive does not include budget-to-actual amounts for overtime hours and costs. This information
could help BART’s operational managers track the frequency and use of overtime and its impact on
overtime costs.

Figure 6. Gross Overtime Budget versus Actual Trend by Fiscal Year
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Source: TAP International analysis of BART budget and expenditure information.

Key Information Technology Tool is Needed to Help Understand Why Overtime is Used
and How to Manage it More Effectively

When an employee works overtime, the BART manager or supervisor authorizing the overtime work
enters the reason into an open-ended textbox on the employee’s electronic timecard. An
Information Technology manager explained that BART does not have a tool to extract this data from
employees’ timecards that would allow BART management to analyze the reasons why overtime
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was worked and identify trends across employees, departments and their subunits, and
agencywide. The timekeeping system also does not require a manager or supervisors to use a
standard format that is reportable when entering the reason for the overtime, so it cannot be easily
extracted and summarized across large groups of employees. Further, when asked to extract the
overtime reasons entered for a sample of employee timecards for this audit, a manager for BART
Information Technology department reported that it would be a cumbersome and likely
unsuccessful task.

Without a robust tool to efficiently aggregate the reasons for overtime use and proactively identify
trends in overtime use®, BART management is missing critical information to effectively manage
overtime costs proactively. Instead, department managers must rely on verbal reports from unit
managers and supervisors on overtime use.

Automated Scheduling Solutions is Another Tool that Could Also Improve BART’s
Overtime Cost Management

Best practices recommend automation and use of analytics (including internal audit) to implement
and monitor a comprehensive system of controls for overtime cost management. Scheduling at
BART can be complicated, managing planned and unplanned absences, especially with many
requirements from different sources impacting who can work where and when. For example,
statutory limits on the number of hours an employee may work in certain positions. Currently within
BART, manual tools are used in most departments for scheduling shifts and overtime as well as
allocating or offering overtime hours to eligible employees. This manual process can be time
consuming and relies on the institutional knowledge and the experience of the manager to assess
whether the collective bargaining agreement rules are being followed.

BART efforts to improve its resource planning include the use of an automated scheduling tool
within one department and also providing additional training for schedulers. For example, the
Police Department is the only department in BART to use a system called Telestaff to manage
schedules and allocate overtime hours to employees based on the collective bargaining agreement
rules. Expanded use of automated scheduling tools can: (1) aid in resource planning; (2) properly
allocate overtime hours; and (3) reduce errors that can result in the need for retroactive pay
adjustment and/or employee grievances, but BART management has also said that the use of
automated tools may need to be negotiated with the labor unions and additional work by the
Information Technology Department is needed to integrate the tool with the timekeeping system.
Even though the Police Department uses an automated scheduling tool, the Department remains
one of the highest users of overtime due in large part to staffing shortages. While the use of an
automated scheduling tool would not guarantee a reduction in overtime hours, it would be an
additional tool management could use to properly plan and allocate overtime to eligible employees
in accordance with the labor agreements, and reduce possible grievances related to overtime
allocation. Within the Transportation Department, management reported providing more training to
those employees responsible for scheduling and holding those managers who oversee the
employees that make the schedules accountable for effective resource planning within their area of

8 Information not available in current overtime reports to managers.
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responsibility. These types of accountability goals for performance to budget measures can hold
managers responsible for properly managing and scheduling overtime.

Effective Management of Overtime Costs May Also Include the Risk to Employee
Health and Public Safety

State and federal employment laws require the payment of overtime but do not set limits on the
maximum number of overtime hours that an employee may work. Safety regulations in certain
industries, including public transportation, limit the number of consecutive total hours worked or
the hours of rest required between work shifts for employees in specific jobs, to protect the health
and safety of both employees and the public against the risks from employee fatigue. At least one
study of a law enforcement organization found that working while fatigued can lead to accidents
and injuries, as well as reduced cognitive performance and communication abilities.

BART’s overtime costs are based on the number of hours worked and the amount of compensation
paid. Overtime work that causes fatigue and results in accidents or injuries or impaired productivity
can create additional financial and reputational costs for BART. BART does not specifically monitor,
through formal reports or performance measures, the associated impacts of overtime on the costs
of accidents involving the public, industrial injuries to employees, and lost farebox revenue from
reputational safety concerns. Instead, BART management explained that they do monitor
employees who work 30 or more overtime hours per two-week pay period (which equals 780 hours
across a fiscal year) for several purposes including cost management, fraud prevention, and
employee health and safety by inquiring with the employees’ managers or supervisors and
reviewing comments in the time reporting system that are associated with the overtime hours.
However, some staff from TAAD, responsible for final review of time and labor, raised concerns
about the accuracy and reliability of department activities given the amount of time and labor data
that require correction, but that they are notin a position to question overtime data and
automatically accept approvals by the department. Our analysis of payroll data showed that about
7.4 percent and 3.7 percent of BART employees reported working more than 780 hours of overtime
in FY2023 or FY2024, respectively. 3.9 percent and 1.7 percent of employees worked more than
1,000 hours in FY2023 and FY2024, respectively, as shown in Table 7.

Table 7. Number of BART Employees Working Less than 780, More than 780, and Over 1,000
Overtime Hours in FY2023 and FY2024

Less than 780 780-999 1,000 Overtime Total Number of
Overtime Hours Overtime Hours Hours or More Employee IDs in
/Percent of Total | /Percent of Total | /Percent of Total | the Fiscal Year*
FY2023 4,152/92.6 % 158/3.5% 174/ 3.9% 4,484
FY2024 4,470/96.3 % 94/2.0% 79/1.7% 4,643
Percent 7.7 % (40.5 %) (54.6 %) 3.5%
Increase
(Decrease)

TAP International analysis of BART Earnings Database
*NOTE: Total number of employee IDs does not equal the number of Full-Time Equivalent employees due to new-hires
and departures and part time employees employed during the fiscal year.
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We used payroll data from FY2024 to identify the job classifications with the most hours reported by
employees related to industrial injuries” and identified that 524 employees, across 83 job
classifications, reported hours related to an industrial injury during FY2024, as shown in Appendix
E. We did not have the data available to identify whether fatigue and working overtime correlated
with these injuries and did not find a direct correlation between the number of overtime hours
worked by a specific job classification and the number of injury-related hours. This was due to the
differing natures and risks associated with the jobs. Such information would help management
monitor potential issues with employee fatigue.

Measures that Monitor the Performance of the Timekeeping and Payroll Processes
Could Improve Labor Cost Management

BART has not established performance measures related to the efficiency and effectiveness of the
timekeeping and payroll processes that could also improve BART’s cost management. For example,
performance measures that track the number of timekeeping adjustments by department can
identify potential issues before costly problems arise. Our analysis of BART’s annual earnings
databases shows that adjustments to timecard entries are common®. BART managers explained
that frequent adjustments to time entries are mostly needed because of late time entries and
retroactive changes in pay rates, as well as for other employee changes.

We inspected the log recording the adjustments made by TAAD analysts. The log is manually
maintained and does not contain sufficiently detailed information to determine the cause and
nature of each adjustment. Due to the limited and inconsistent documentation of the reasons for
the adjustments, TAAD reported that they could not analyze or categorize the reasons for the
adjustments and determine corrective actions to reduce the occurrence of future adjustments.
Having greater detail and reporting on the cause and nature of the payroll adjustments could lead
to increased insight into possible causes, and development of solutions to reduce the need for
payroll adjustments.

Additionally, monitoring the number and cost of employee grievances related to timekeeping and
overtime allocation could also help BART manage its labor costs. Grievance payments are recorded
in the payroll system, but information is not maintained on the nature of the grievance and if it was
related to timekeeping or overtime. The Director of Labor Relations reported the department is
working with BART’s Office of the General Counsel to determine ways to more properly represent
grievance payments for labor cost management purposes.

7 Earning Codes: 201-Industrial Injury-Hourly, 202-Industrial Injury-Salaried, 203-Ind Injury Followup Visit-Hrl, 204-Ind
Injury Followup Visit-Sal, 240-Sick Leave Coordination-Hrl, 241-Sick Leave Coordination-Sal, 706-No Pay-Sick Leave
Coord-Hour, 707-No Pay-Sick Leave Coor-Salari. Other Earning Codes for Make Whole, Disability Sick Leave, and
Disability Non-Paid did not have unique Earning Codes strictly associated with industrial injuries, so were not included in
these sums.

83,242 adjustments made in FY2023
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Finding 2: Improvements Needed to BART’s Overtime Fraud Prevention and

Detection Activities

Recent Time Theft Schemes Expose Limitations in BART’s Key Fraud Prevention and

Detection Activities

BART primarily relies on two activities to prevent and detect
overtime theft and ensure the integrity and accuracy of
employees’ overtime reporting.

The first activity is the requirement for prior authorization,
by an authorized time approver (a designated manager or
supervisor), for an employee to work overtime before the
overtime is worked, regardless of if the overtime is planned
or unplanned. The designated manager or supervisor must
enter their authorization for the overtime work into the
employee’s work schedule in the timekeeping system,
including the reason for overtime, which is part of BART’s
formal time approval process as shown in Figure 8.

After the employee works the overtime, the second activity
requires the approval of an employee’s entry of their
overtime hours worked into the timekeeping system, as
shown in Figure 8. The first approvalis by an authorized
time approver and then the second approval by an analyst
within BART TAAD. The purpose of the second approval is
to identify and resolve potential discrepancies in an
employee’s time entries, including time entries for
employees working 30 or more hours of overtime per pay
period.

Both activities are considered key fraud prevention and
detection strategies, according to industry standards. To
be effective, both fraud prevention and detection activities
depend on a supervisor that pays close attention to
employees’ day-to-day work and their entries into the
timekeeping system.

Recent BART OIG investigations found employee time theft
schemes that were not prevented or detected by either of
the above activities. These schemes included:

e A worker punchesin, leaves work, and then returns
after their work shift ends to punch out.

o A worker is excessively tardy, or reports to the
wrong duty station, but their supervisor clocks the
employee in as if the employee had arrived on time.
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Figure 8. BART Time Approval
Process and Timeline

PRIOR AUTHORIZATION (1)

Authorized Manager/ Supervisor enters
employee two-week work schedule for
the pay period, including overtime, on the
employee's timecard in the BART
Timekeeping System. Unplanned
overtime must also be entered prior to
work.

TIME ENTRY

Employee works their schedule,
including overtime, punching in/out of a
time collection device. Employees must

have their hours entered for overtime and
additional duties by the second Sunday
of each two-week pay period.

SUPERVISOR APPROVAL (2)

Manager/Supervisor reviews and
approves employee overtime and other
work for premium pay, prior to payroll
period closing, biweekly Sundays.
Timekeeping system auto-approves
employee hours (operational and regular
hours) worked that align with their
entered authorized work schedule.

PAYROLL REVIEW (2)

TAAD analyst reviews time entries for
overtime and resolves system
exceptions in collaboration with time
approving Managers/ Supervisors by
Wednesday.

PAYROLL PROCESSED

Payroll system closes for the pay period

on Wednesday. Payroll department
processes employee pay for
disbursement Friday.




o Anemployee abuses the BART work rule, “Make Whole” policy, by leaving work early,
outside of the allowable 30 minutes, without adequate justification by a supervisor.

e Anemployee clocks in at a time collection device in a location different from their assigned
work location, and uses a company vehicle to finish their commute to their assigned work
location, in order to be paid for their commute time.

e Anemployee reports shift differential time, instructor time, and employee-in-charge time,
but did not actually perform those additional duties.

e Managers authorize their own overtime hours without the workload to justify the overtime.

Common across payroll-related schemes?® is the ability of an employee to evade detection by a
direct supervisor or manager. We identified several deficiencies in the tools, processes, systems,
and controls that adversely affect a manager or supervisor’s ability to effectively perform BART’s
key activities to prevent and detect overtime fraud. These deficiencies are described below.

Granting Broad Authority to Approve Employee Timecards, Without Safeguards,
Decreases the Chance of Detecting Misconduct

Requiring supervisor approval of an employee’s timecard is most effective when the employee’s
time entries are reviewed and approved by a supervisor or manager who directly supervised (or is
familiar with) the employee’s work. While BART requires manager or supervisor approval of an
employee’s overtime prior to processing the payroll, BART’s timekeeping system is not configured
to restrict timecard approval to an employee’s direct supervisor. Instead, BART’s timekeeping
system grants broad authority to managers and supervisors to approve the timecards of any
employee in a subordinate job classification within the same department. This means that a
manager or supervisor has access within the timekeeping system to approve timecards for a broad
array of employees, regardless of their supervisory relationship or responsibility for overseeing an
employee’s work. It is possible for a supervisor or manager to approve the timecards of employees
whose work they are not responsible or familiar with. This presents a system vulnerability as well as
an opportunity for misconduct by, at a minimum, making it less likely that a time approver,
manager, TAAD, or payroll administrator would detect a falsified time entry. BART managers and
supervisors with responsibility for reviewing and approving employee timecards explained that
although the system did not restrict their ability to approve the time for employees they did not
supervise, the expectation was clear that they only approve timecard for their assighed employees.

While there are operational advantages to giving broad authority for an employee in a higher job
classification to approve the time of the employees in a lesser classification, these gains in
efficiency also increase the risk of potential misconduct around time reporting, including overtime
fraud, without a tool to check that the appropriate supervisor approved the employee’s timecard.
For example, some BART employees change their work assignments every six months as per labor
union policies, reporting to a new supervisor or manager, and supervisors and managers change
jobs as well. BART can avoid the time and cost, and possible delays to payroll processing or
employee grievances, by not having to redefine these supervisory relationships in the timekeeping
system by granting broad authority across job classifications to approve timecards. In FY2023, for
example, approvers, over the course of the fiscal year, approved timecard entries for an average of

9 See Appendix G for Examples of Potential Schemes to Falsify Hours and Salary, per the ACFE. These schemes are
consistent to what the BART OIG has investigated, primarily related to overstating hours.
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47 employees. Additionally, one approver of timecards approved time for 603 employees during
FY2023, and five others approved time for over 400 employees, which raises questions of the
extent to which these approvers also directly supervised the employee’s work.

The requirement for TAAD to also review employee timecard entries, as shown in Figure 8, is
designed in part to also mitigate the risk of undetected errors or misconduct by the manager or
supervisor responsible for approving employee timecards. However, TAAD is not in a position to
know whether overtime was legitimate for the following reasons:

(1) TAAD does not have an automated tool to efficiently verify whether the manager or supervisor
assigned to oversee an employee’s work also approved their timecards. (We also could not
determine, with readily available organizational information from BART, whether the manager or
supervisors assigned to oversee an employee’s work also approved their timecards.)

(2) TAAD reported not having sufficient time with the current two days allotted to check for errors or
anomalies for almost 4,300 BART FTEs prior to the payroll processing deadline. TAAD explained
that it has time only to check timecards for the appropriateness and consistency of the time codes
used and reviews the reports of employees with over 30 hours of overtime each pay period, but
even these efforts do not cover all BART employees. On average in FY2024, approximately 31,287
overtime hours were incurred by about 1,844 employees during each pay period.

(3) BART TAAD staff reported that they do not conduct a periodic review of time approvers
designated within the timekeeping system to ensure the list of approvers is up-to-date and
appropriate.

Increased Risk of Misconduct When Circular Time Approvals are Possible

Risk of employee misconduct also increases with lateral and circular approvals, both possible
under the current timekeeping system. A lateral approval is where an employee with the same job
classification approves the time of another employee holding the same job classification. In
FY2023 there were 337 instances where employees within the same job classification approved the
time of others in the same job classification. There was also evidence of circular approvals, which
occur when employees approve each other’s time and those of others. Examples of this type of
reciprocity, or circular approvals, within a sample of nine Maintenance and Engineering employees
with different job titles is shown in Figure 9.
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Figure 9. Circular Time Approvals Between Employees
A

n"

Indicates a direct time approval reciprocity
relationship in FY2023. F

Source: TAP International analysis of FY2023 time approvals.

BART management explained that lateral or circular time approval relationships may occur when
one employee receives a temporary position upgrade, where the regular supervisor or manager is
temporarily unavailable due to vacation or other leave, and an employee in a lower job
classification temporarily performs their duties, including time approval, even though they may
approve the time of employees in the same job classification.™

Another risk of misconduct, stemming from circular time approvals, is for a manager or supervisor
to change each other’s work schedule and falsify hours worked, without detection. The
timekeeping system gives time approvers the authority to change the base or regular work
schedules of an employee in a lower job classification (or in the case of a circular approval
relationship, potentially their own schedule), creating an opportunity for potential employee
misconduct. Neither TAAD staff, who are responsible for detecting unauthorized changes to
employee schedules, nor the timekeeping system would detect and flag an unauthorized change
made to a base schedule or the time entered because the timekeeping system automatically
approves regular hours worked if they align with the base scheduled and are charged to the
operating budget. If an employee worked a schedule that differed from their planned schedule, and
a time approver changed that employee’s schedule in the timekeeping system to match the regular
hours worked by the employee, then the timekeeping system automatically approves the time
worked. While this scenario is related to time theft of regular operating work hours, it increases the

10We did not further analyze whether the details and circumstances of these lateral and circular approvals were
appropriate for this type of relationship between employees within the same job classification, because we did not have
access to the information to conduct an in-depth analysis of each employee’s job history data at the time of the audit.
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risk of employees not working their regular hours, but then being available to work overtime hours
when allocated. No instances of this scenario were identified in our analysis or interviews, but it
would be very difficult to identify given the broad approval authorities within the timekeeping
system.

Improved or New Tools Could Help Time Approvers Efficiently Access Information
Needed to Detect Potential Issues

Some managers and supervisors responsible for reviewing and approving their employees’ time
entries reported having insufficient time and, in some cases, not enough knowledge of the
employees’ performance of their day-to-day work, to ensure the accuracy of employees’ time
entries and detect potential issues. For example, when a supervisor is absent, other supervisors
can be asked to oversee employees from whom they are geographically separated, preventing the
supervisor from verifying that the work entered on the employees’ timecard matches what they
performed. Without access to consistent and quality video recordings of time collection devices
(TCD) used by employees to punch in and out, supervisors that work across multiple geographic
locations explained that they do not have a way to efficiently and independently verify employee
time entries.

The timekeeping system also does not have a tool to help time approvers and reviewers quickly
verify that employees’ reported overtime was pre-authorized by management and that the reason
for the overtime was properly documented. To ensure an employee’s overtime was pre-authorized
and justified, a time approver would need to look up each entry of overtime within the system,
which is a time-intensive process.

We requested data to analyze whether employee entries of overtime received prior-authorization
and the reasons for the overtime work, however, the BART Information Technology department said
that they could not generate this data report without extensive work. BART approvers and reviewers
confirmed that determining the reason for an employee’s entry of overtime requires researching
each time entry and approval which is time consuming.

Additionally, time approvers or reviewers cannot easily determine if employees were properly
assigned overtime work in accordance with their union agreements, another potential tool that can
be used to prevent and detect potential employee misconduct. BART management explained that
union representatives, not BART managers, are responsible for the assignment and allocation of
authorized overtime to their fellow union employees, per the collective bargaining agreement rules.
The union representatives document this process outside of the timekeeping system and the
records are not easily accessed by the time approvers, reviewers, or BART management. Once the
allocation is made, the supervisors/managers enter the overtime into the employee’s work
schedule. The design of this process and the way the information is recorded limits BART’s ability
to prevent and detect potential employee misconduct related to overtime.

TAAD Policy Improvements Could Help Reduce the Risk of Time Reporting Misconduct

There are other opportunities to help BART better prevent and detect employee misconduct related
to time reporting. These opportunities include further separation of duties among time approvers
and more consistent training and updates to payroll procedures:
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e TAAD reported that the timekeeping system allows persons with time approver authority to
use unauthorized or outdated time reporting codes. For example, an approver can use time
reporting codes related to industrial leave, but only TAAD is authorized to use these codes.
This could lead to improper use of industrial leave, possibly allowing an employee to
receive pay for unauthorized industrial leave.

e BART personnel responsible for reviewing timecards and payroll data reported that formal
training is not consistently provided although most personnel reported receiving some on-
the-job training. BART management explained there is no standard training program for
BART time approvers.

e BART’s Payroll and Time Administration Guidelines and Procedures, while outlining
responsibilities and procedures, is hot a formal policy document, but a general guideline. In
a large organization, documented policy and procedures are critical for all the parties in the
time entry, review, and approval processes to reference to ensure the accuracy and
thorough review of timecards.

e TAAD personnel can approve time, but have the ability to log into the timekeeping system
under either their own user ID or the TAAD ID. Both IDs have the ability to approve time,
possibly allowing TAAD personnel to approve time for other TAAD staff or themselves. Best
practice for segregation of duties is to have an independent review of TAAD employee
timecards by a manager or director overseeing TAAD.

Inefficient Tools Used for Time Approval Create Challenges for Fraud Prevention and
Detection

Time approvers and reviewers reported that it is an unrealistic expectation for a time approver or
TAAD to be able to conduct a thorough review of each employee’s timecard entries for validity and
accuracy, including overtime, within the time allowed in the payroll process, generally the Monday
after the close of the pay period on Sunday and Wednesday morning around 10AM. The
effectiveness of one of BART’s key activities for preventing and detecting overtime fraud is eroded if
time approvers and reviewers do not have sufficient time to conduct a thorough review of employee
timecards. Research into occupational fraud finds that when supervisors are known to approve
timecards without prior review, it can become a factor in an employee’s decision to falsify their
hours worked.

For FY2023 and FY2024, among employees who doubled their regular pay in overtime pay, every
timecard entry was approved, which would be expected because the payroll system would not
process a paycheck if there was an approval omission. This included 100 percent approval of
overtime hours, which always requires managerial approval, for the 174 high overtime earners in
FY2023 and FY2024.

BART TAAD staff reported that, based on their experience, that time review is inconsistent in its
quality. Time approvers we interviewed reported spending between 30 minutes to 5 hours per week
on timecard review and approval, saying they would spend more time, if they had it available, for a
more thorough review. Approvers are responsible for approving time entries for 14 calendar days,
often with several entries per day, for about 20 employees’ each two-week pay period. Additional

" Median value of employees per approver in FY2023
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time is needed when a time approver is responsible for approving the time for employees working in
multiple locations, requiring the approver to contact the employee or onsite staff or managers if the
time approver has a question about the reported hours worked by an employee.?

Time approvers and reviewers identified inefficiencies or gaps in the tools used for reviewing and
approving timecards, for example:

e Approvers explained that the distribution of the department overtime reports is not
consistent and timely, limiting their ability to detect errors, anomalies or suspicious
patterns that could indicate time theft. The report that identified employees who worked
more than 30 hours of overtime in a pay period, approvers explained, is typically shared
with time approvers after payrollis processed for the most recent two-week period,
requiring any adjustments to be made retroactively. Also, distribution of the report to time
approvers has not been consistent, according to time approvers. Approvers reported
receiving the report more consistently when BART prioritized reductions in overtime costs
but after a month or two, they no longer received the report regularly.

o TAAD staff reported the use of their own individual processes to review timecard entries,
resolve exceptions, and identify possible abuse or fraud. They explained that there is no
formal risk-based procedure for reviewing timecard information to identify suspicious
activity, nor automated tools to easily access the timecard information, such as clock
in/out times and management notes on assigned overtime. Checking the work of time
approvers is a common step in public agencies’ payroll processes and serves as a key
activity to detect collusion to commit time theft among time approvers and employees.
BART has six employees within TAAD to review thousands of payroll entries within two days
after the closing of each two-week pay period. TAAD management has reported staffing is
not sufficient to provide a thorough review of time entries, increasing the risk that instances
of time theft will not be identified.

To prevent falsified rates of pay, BART restricts access to the payroll system where the pay tables
are stored, which are used to calculate an employee’s wages. For FY2023 and FY2024, there were
no discrepancies in employee’s pay rates between the payroll data and the labor union
agreements’ rates of pay, based on our sample testing. Neither employees nor time approvers have
access to the rates of pay stored in the payroll system; only certain staff within BART’s Human
Resources (HR) can make changes to an employee’s pay rates. When HR makes a change, the
change is coordinated with TAAD and the Payroll Department.

We also assessed BART’s efforts to prevent and detect payroll schemes that involve the creation of
a “ghost” employee. “Ghost” employee schemes add a fictious person to the timekeeping and/or
payroll systems, and the perpetrator benefits from the receipt of the ghost employee’s wages. For
FY2023 and FY2024, we did not find duplicate employee identification numbers or altered
employee names, which could indicate a ghost employee scheme. BART TAAD reported that they
periodically compare employee payroll records to human resources (HR) employee records to
ensure persons receiving payroll checks are employees.

2 The validity or accuracy of individual timecard entries for overtime was not tested. See the Objective,
Scope, and Methodology of this audit report.
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Finding 3: Opportunities Exist to Strengthen BART’s Efforts to Prevent and Detect
Overtime Fraud

Fraud investigation experts say that it is easier to prevent fraud than detect it. The most effective
fraud prevention method experts recommend is to increase the awareness of agency efforts to
detect misconduct. Proactively telling employees how an organization tries to prevent and detect
fraud is as important as the activities themselves. The following prevention practices are
recommended by the ACFE.

Comparing BART’s approach to fraud prevention to recommended practices, finds that
opportunities exist for BART to strengthen its efforts to prevent overtime fraud. An analysis of
BART’s operational policies and procedures, and interviews with management and staff, show that
BART has addressed the recommended best practices in two of six key areas, Fraud Reporting and
Investigation and Employee Hiring, as shown in Table10 below. BART has opportunities to enhance
its fraud prevention practices in the four other key areas: Disrupting Employee Misconduct Before
Occurrence, Anti-Fraud Education and Awareness, Proactive Audit Procedures, and Ethics and
Organizational Culture. Expanding efforts in these areas can help increase the perception among
employees that falsifying reports of overtime will be detected. Responsibility for applying these
practices is shared among BART’s executive management, frontline management, risk managers,
attorneys, auditors, analysts and investigators.

Table 10. BART’s Status of Recommended Fraud Prevention and Detection Practices

Key Areas Fraud Prevention Practices (D-3.1) Auditor Assessment of BART
Implementation Status

Preventing Employee Misconduct Before
Occurrence

e Enforcement of Mandatory Vacations Not Implemented

e Job Rotation Policy Not Implemented
Anti-Fraud Education and Awareness

e Effective Management Oversight Partial

e Employee Anti-Fraud Education Partial
Proactive Audit Procedures Partial
Ethics and Organizational Culture

e Tone at the Top/Ethics Policy Partial

e Performance Management & Training Partial

e Minimizing Employees Pressures Implemented

e Clear Lines of Reporting and Authority Implemented
Fraud Reporting and Investigation

e Fraud Reporting Programs Implemented

e Handling of Known Fraud Incidents Implemented
Employee Hiring

e Employee Background Checks Implemented

Source: ACFE and TAP Analysis.
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Mandatory Time-Off and Job Rotation Practices Disrupt Fraud Schemes

Detection of fraud schemes often occurs when the perpetrating employee(s) is absent because
some schemes require continuous intervention. Both practices — mandatory vacation and a job
rotation policy — share the same intent, to discourage an employee from engaging in misconduct by
increasing the likelihood of detection when the employee is absent or takes a new assighment.

Under BART’s negotiated labor agreements and employee handbook, vacation and job assignments
are voluntary. The agreements do not require mandatory vacation or job rotation for their members.
For some job classifications, such as train operator or station agent, periodic bidding processes for
job assignments and to schedule vacation are conducted. While less senior employees may
change job locations or assighments every six months, an employee with enough seniority may
choose to work the same assignment at the same location while available.

Mandatory vacations and job rotation policies can help prevent employee misconduct, including
misconduct related to overtime, for example, by making schemes like buddy punching (where a
coworker punches in and out of the time system while the employee does not work) more difficult
to sustain across job rotations. Mandatory vacations can disrupt schemes to falsify overtime hours
worked, making it easier for coworkers and other supervisors to detect when employees are
reporting overtime that was not worked. BART needs to weigh, however, that mandating required
vacations may create staffing shortages and potentially the need for additional overtime, but it
would help prevent fraud schemes.

To adopt these recommended practices or similar work rule changes, BART would have to negotiate
changes to the rules governing vacation and job assignments with each of BART’s labor unions and
update of the handbook for non-represented employees.

Effective Prevention Depends on Management Awareness and Anti-Fraud Education

Regular anti-fraud education for all employees, managers, and executives —without exemption —is
recommended by best practices to increase awareness and share reporting programs. Training
should be specific, detailed, non-accusatory, and positive, with a focus on the specific warning
signs and their department’s detection methods. Cascading training is recommended, where a
direct supervisor provides the training compared to a single presentation for all employees, to allow
customization of the training to the unit’s unique circumstances. Effective training does not need to
be formal but can include practices that periodically remind employees of ethical behavior such as
screen savers, virtual posters, pop-up notifications, and dedicated intranet channels where
employees may ask questions.

Interviews with BART staff and management identified the opportunity to improve the frequency of
anti-fraud training and how to report suspected wrongdoing. Some employees reported receiving
no training while others reported periodic training.

Using Proactive Audit Practices to Deter Fraud

Audits play a key role in the prevention of fraud within an organization, according to best practices
for fraud prevention, by conveying the intention of management to prevent fraudulent conductin
addition to reacting to reported misconduct. The ACFE 2024 Report to the Nations finds that
internal audits identified only 14 percent of occupational fraud cases. A proactive audit occurs

32|Page



before there is suspicion of employee misconduct, instead the need for the audit is driven by the
potential opportunity for employee misconduct.

Proactive audit activities include data analysis and analytical review procedures, routine fraud
assessment, and surprise audits. Although BART’s payroll process includes the review of time
approvals for potential misconduct or overtime abuse, TAAD reported that it does not have
adequate time and resources to efficiently process payroll and effectively review the transactions
for indicators of overtime fraud. BART management and staff within TAAD explained that BART’s
internal audit function within the Performance Management and Budget department does not
routinely help TAAD with proactive payroll audits and the OIG has investigated reports of potential
employee misconduct. ACFE recommends integrating proactive audit activities into an agency’s
annual financial audit, governed by the generally accepted rules for conducting annual financial
audits, which also require auditors to look for fraudulent activity that involves high dollar amounts.

Options used by other government agencies for proactive audit procedures include independent
periodic review of overtime documentation to ensure overtime was properly approved and
documented by the Payroll Department or an annual report to the governing board on overtime
usage, including analysis of the exceptions, adjustments, and other anomalies documented. ACFE
recommends the use of surprise audits — because prior knowledge of an audit may allow
employees time to conceal their misconduct and related evidence - of the highest risk business
functions, where possible, to deter misconduct. BART’s internal audit function does not currently
conduct surprise audits of overtime.

More frequent and routine analysis and monitoring of smaller transactions, like employee
timecards, is also recommended as an effective, proactive fraud prevention practice. Tools like
BART Analytics and the overtime dashboard, though not widely known at BART or utilized, have the
potential to provide supervisors and managers data to analyze operational performance and
manage costs once the system data has been thoroughly validated and the system is made more
user-friendly. Adding measures to BART Analytics designed specifically to identify early warning
signs of possible misconduct, and reporting internally on their use, would enhance the perception
that management will detect potential misconduct. Agencywide, at present BART TAAD identifies
employes who work more than 30 hours of overtime in a pay period to manage costs and identify
potential misconduct by reviewing the timecard information and verifying the entries with managers
and supervisors. The effectiveness of this review and the resulting corrections is not known as a log
of corrections and adjustments does not contain sufficiently detailed information to determine the
cause and nature of each adjustment. Additional monitoring of the efficiency and effectiveness of
the key activities to prevent and detect overtime fraud — such as the number of changes to
employee schedules, adjustments to time entries, payroll corrections —and monitoring of the
pressures in an employee’s work environment — rate of missed breaks and lunches, demands to
take on additional duties or work overtime during evening or overnight hours — would likely improve
detection of potential overtime fraud.

Demonstrating a Strong Commitment to Ethics Can Prevent Fraud

Setting a “tone at the top” or management’s demonstration of its commitment to ethics and
compliance through its actions, behaviors, and decisions is a recommended fraud prevention
practice. Recommended components of an ethical corporate culture include statements of strict
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prohibition and disciplinary action for dishonest or unethical behavior and opportunities for
employees to report suspected wrongdoing without fear of reprisal. These activities cultivate loyalty
and trust in management, which may deter an employee from engaging in misconduct resulting
from anger or stress in the work environment.

While creating an ethical culture and setting an effective “tone at the top” requires more than just
an ethics policy, itis considered a key element. As previously reported by the BART IG, BART has not
adopted an agencywide code of ethics' nor a fraud prevention policy. A code of ethics provides
employees with the opportunity to hold management accountable to the same expectations of
ethical behavior. The BART employees we interviewed did not report participation in regular ethics
training, another recommended practice to help managers and employees identify and avoid
potential ethical conflicts in their work environments. This information is missing from BART policy
and should be added to existing policy, or a stand-along code of ethics should be adopted. In
alignment with recommended fraud prevention practices related to ethical conduct, BART does
have well-defined job descriptions, sets and regularly monitors its performance goals to ensure
employees are not held to unrealistic performance expectations.

3 BART has an Employee Code of Conduct, but the policy does not detail specific ethical standards related to falsification
or misrepresentation of information.
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APPENDICES

APPENDIX A: ADDITIONAL ANALYSIS OF OVERTIME EARNINGS AND
HOURS BY DEPARTMENT AND POSITION

As shown in Tables 11 and 12, most of the departments with the largest amounts of overtime hours and
earnings in FY2023 saw a decline in overtime costs in FY2024, except for the Police Department, where
overtime hours decreased, but due to hourly pay rate increases in FY2024, overtime expenses paid by
BART increased as there was not a sufficient decline in overtime hours to offset the increase in wage
rates. Other variables that impact overtime expenses paid is the proportion of overtime hours that were
paid time and a half or double time and the ratio of higher salary overtime earners to lower salary
overtime earners that worked overtime.

Table 11. Overtime Earnings Declined Since FY2023 for Four of the Five Largest BART Departments

ORGANIZATION FY2021 FY2022 FY2023 FY2024

Transportation 19,580,346 30,961,164 36,496,009 30,984,295
Maintenance and Engineering 22,839,522 29,746,476 32,984,018 26,477,520
Police 5,827,987 8,314,370 10,741,456 12,914,080
Rolling Stock and Shops 2,669,464 9,802,997 12,398,891 7,882,091
Inventory and Stores 159,671 832,647 1,592,634 1,086,610

Source: TAP International analysis of BART Earnings Database

Table 12. Overtime Hours Declined Since FY2023 for the Five Largest BART Departments

OVERTIME HOURS FY2021 FY2022 FY2023 FY2024

Transportation 211,361 354,746 413,301 326,567
Maintenance and Engineering 270,330 342,971 359,592 278,307
Police 65,622 87,381 113,093 111,355
Rolling Stock and Shops 21,839 104,628 131,470 73,198
Inventory and Stores 1,292 11,540 21,121 13,034

Source: TAP International analysis of BART Earnings Database

Overtime Hours and Costs Continue to Rise in Certain Job Classifications

Analysis of overtime cost distribution throughout an agency can help determine what drives overtime
costs. While overtime costs and hours declined between FY2023 and FY2024, some specific job
classifications experienced increases due to staffing shortages requiring additional overtime hours.
Overtime hours and earnings declined in BART’s job classifications with the most employees: train
operators and station agents. Of the nine job classifications that incurred the largest number of
overtime hours in FY2024', as shown in Tables 13 and 14, overtime hours increased in three job
classifications — Train Control Electronic Technicians, Senior Police Officer Advance (84 hr), and
Operations Foreworkers between FY2023 and FY2024 - and overtime earnings increased in five job
classifications — Senior Operations Foreworkers, Train Control Electronic Technicians, Senior Police
Officer Advance (84 hr), Communications Electronic Technicians, and Operations Foreworkers -
between FY2023 and FY2024.

14 Descriptions of the nine Job Titles are shown in Appendix C.
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Table 13. Overtime Hours by Job Classification

TOTAL OVERTIME HOURS FY2021 FY2022 FY2023 FY2024

Train Operator 65,958 140,632 164,650 128,942
Station Agent 51,098 98,404 102,412 54,360
Sr Operations Foreworker 45,632 45,864 51,280 50,978
Train Control Electronic Tech 11,200 12,680 22,449 33,810
Electrician 32,997 43,423 38,471 27,782
System Service Worker 9,620 13,199 21,869 21,402
Sr Police Officer-Adv. (84 hr) 963 11,001 16,829 20,062
Communications Electronic Tech 5,806 19,293 20,320 19,915
Operations Foreworker 13,069 16,080 18,192 19,535

Job Titles that experienced increases in Overtime Hours between FY2023 and FY2024 have the amount of hours shown in bold

font.

Source: TAP International analysis of BART Earnings Database

Table 14. Overtime Earnings by Job Classification

TOTAL OVERTIME EARNINGS FY2021 FY2022 FY2023 FY2024

Train Operator 5,705,555 11,452,289 13,374,462 11,014,215
Station Agent 4,554,460 8,094,382 8,678,489 5,258,668
Sr Operations Foreworker 4,707,435 4,725,330 5,480,847 5,763,090
Train Control Electronic Tech 1,150,311 1,275,513 2,275,574 3,348,406
Electrician 2,899,706 3,888,461 3,633,977 2,741,578
System Service Worker 631,236 865,234 1,368,656 1,332,875
Sr Police Officer-Adv. (84 hr) 90,307 1,035,573 1,657,643 2,426,639
Communications Electronic Tech 538,157 1,637,603 1,880,164 1,912,245
Operations Foreworker 1,206,727 1,522,207 1,796,783 1,967,074

Source: TAP International analysis of BART Earnings Database

Some job titles, such as Sr. Operations Foreworkers, Train Control Electronic Technicians, Sr. Police
Officers-Adyv (84 hr), and Communications Electronic Technicians had an increase in overtime costs
when comparing overtime earnings to regular earnings as shown in Table 15.

Table 15. Comparison of Overtime Earnings to Regular Earnings Among Job Titles

OT EARNINGS/REGULAR

EARNINGS FY2021 FY2022 FY2023 FY2024
Train Operator 19.4% 39.3% 41.9% 30.1%
Station Agent 19.4% 34.2% 32.7% 18.0%
Sr Operations Foreworker 83.6% 83.0% 87.2% 88.1%
Train Control Electronic Tech 12.6% 14.9% 25.1% 36.8%
Electrician 40.7% 54.4% 45.3% 36.0%
System Service Worker 10.8% 14.1% 19.1% 19.1%
Sr Police Officer-Adv. (84 hr) 43.4% 40.0% 47.0% 51.3%
Communications Electronic Tech 12.9% 37.9% 42.4% 43.9%
Operations Foreworker 51.0% 57.2% 54.1% 49.7%

Source: TAP International analysis of BART Earnings Database
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APPENDIX B: COST-BENEFIT ANALYSIS TOOL EXAMPLE

An example of a tool to evaluate overtime costs for current employee job titles versus hiring new
employees is provided in Table 16. The tool and formulas note:

e the overtime hours incurred by each job title,

e the associated overtime costs with benefits for each job title,

e the estimated number of new employees required to replace the overtime hours, and

e anoverhead cost rate that is applied to current overtime costs incurred by BART of about 1.45
percent for Medicare.

The fully loaded overtime costs are then compared to the estimated range of costs of new employees
along with benefit costs and recruitment costs. The tool and formula allow a view of the estimated
costs (a range from low to high) to replace all overtime hours.

Further analysis can be built upon this tool to account for increased costs over three to five years
associated with increased wages due to employee advancements and promotions.

Variables to consider when implementing the toolinclude:

e Additional benefit costs associated with current employees incurring overtime versus benefits
and overhead for new employees

e |nitial pay rate and projected increases in pay over a three-to-five-year period

e Time needed for employee training and development to acquire the skills needed to reduce
overtime hours of current employees

e The average number of regular work hours varies by employee job title, so must be considered
when estimating the number of hours that could possibly be available to replace overtime
hours

e Costofrecruitment and onboarding new employees

Decision-makers should use this tool cautiously. Should an analysis suggest adding FTEs is cost
beneficial, management must also ensure robust accountability measures are in place to monitor and
control overtime. As noted above, projected cost reductions by adding FTEs relies heavily on
disciplined follow-through by management to curtail overtime in proportion to the added capacity
provided by the new FTEs. In practice, achieving this balance can be challenging. Without strong
oversight and clear limits, departments may continue to approve overtime at historical levels,
resulting in both the ongoing cost of overtime and the additional expense of new FTEs.

Additionally, messaging on overtime is crucial in establishing expectations when decision-makers
increase the workforce with the intent of reducing overtime. Management must properly
communicate to BART stakeholders that a certain level of overtime is inherently necessary due to
BART’s 24-hour operations regardless of staffing increases. Unexpected events, operational
fluctuations, and staffing shortfalls further contribute to unavoidable overtime.
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Table 16. Cost-Benefit Analysis Tool for Comparison of Overtime Costs to the Cost of New Employees

Est. Ave. Est. FTEs Est Est. Cost Est. Cost
Overtime Regular | to Replace | Low High Recruitl:nent (Low) to (High) to
Overtime Cost Work Overtime | Hourly | Hourly | Fringe Cost’ Replace ALL | Replace ALL
Job Title Hours® | w/Benefits> | Hours?® Hours* Rate® | Rate® | Rate® OT Hrs.? OT Hrs.?
Example: A/C*L* A/C*H*
Station Agent A B c AC L H F R F*R*2080 F*R*2080

T Current overtime hours incurred can be obtained from the payroll database. Estimates of future overtime use could also be used.

2 Estimated Overtime Cost w/Benefits is based on overtime earning plus 1.45% for additional Medicare costs. Overtime costs include costs for premium pay such as

shift differential pay and temporary position upgrades when working overtime hours.
3 The amount of regular work hours per job title can be obtained through analysis of the payroll database.
4 An estimate of the FTEs needed to replace all overtime hours is calculated by dividing the total overtime hours (A) by the average regular work hours for a job title

(C).

5 Based upon the salary schedules by Job Title for Minimum Hourly, Maximum Hourly, and Mid-Range.

8 AFringe Rate (overhead rate) must be applied to the regular wages to account for additional costs associated with pensions, vacation, medical, sick leave, holiday,

etc.

7 Additional cost for recruiting and onboarding should also be added to the cost for each new-hire employee. BART currently does not track this cost, so an estimate
will need to be developed.
8 Assumes 2,080 available work hours in a year.
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APPENDIX C: NINE JOB CLASSIFICATIONS DESCRIPTIONS THAT
INCURRED THE MOST OVERTIME HOURS IN FY2024

JOB CLASSIFICATION

DESCRIPTION

Train Operator

Under general supervision, operates trains on a revenue or non-
revenue basis; maintains communication with passengers and
other District personnel; and performs related duties as assigned.
(https://www.bart.gov/sites/default/files/docs/jobs/Train%200pe
rator_0.pdf)

Station Agent

Under general supervision, provides passenger information,
ensures passenger safety and ensures that station equipment
and facilities are operating properly; performs related work as
assigned.
(https://www.bart.gov/sites/default/files/docs/jobs/Station%20A
gent.pdf)

Sr Operations Foreworker

Under general supervision, plans, directs, supervises, and
reviews the work of a shift of operations staff involved in revenue
system support in rail and/or station operations; acts as a primary
tower foreworker in rail operations; provides for the instruction of
staff in work and safety procedures; performs a variety of
administrative or special assignments; performs related work as
assigned.
(https://www.bart.gov/sites/default/files/docs/jobs/OB145-
96%20Sr%200perations%20Forewker.pdf)

Train Control Electronic Tech

Under general supervision, troubleshoots, maintains, performs
primary maintenance, installs and modifies computerized,
electronic and electro-mechanical yard and train control
specialized and related devices and equipment; maintains
records of work performed; and performs related duties as
assigned.
(https://www.bart.gov/sites/default/files/docs/jobs/Train%20Con
trol%20Elec%20Tech%20Markup_MA720-
04.pdf%20%28Finish%20Product%29.pdf)

Electrician

Under general supervision, performs skilled installation,
preventive maintenance, repair and modification of electrical
systems and equipment in a wide variety of District facilities;
performs related work as assigned.
(https://www.bart.gov/sites/default/files/docs/jobs/Electrician%
20-%20MA510_1.pdf)

System Service Worker

Under general supervision, performs a variety of janitorial duties
in maintaining District stations, shops and offices in a clean and
orderly condition; performs related work as assigned.
(https://www.bart.gov/sites/default/files/docs/jobs/System%252
0Service%2520Wker_MA400-92.doc)
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Sr Police Officer-Adv. (84 hr)

Police Officer that has completed 36 calendar months of
employment, obtained a “competent” or better performance
rating in all applicable categories, and possess an advanced
POST certificate. Works 84 hours over a two-week work schedule.
(D1.6 BPOA_2018-2025.pdf)

Communications Electronic Tech

Under general supervision, troubleshoots, adjusts, installs,
modifies, maintains and performs primary repair of
communications equipment, devices and systems; maintains
records of work performed; and performs related duties as
assigned.
08/Communications%20Electronic%20Technician%206.2023%2
0-%20MA115.pdf)

Operations Foreworker

Under general supervision, plans, directs and reviews the work of
a shift of operations staff as a secondary tower foreworker or a
terminal zone foreworker; performs related work as assigned.
(https://www.bart.gov/sites/default/files/docs/jobs/Operations%
20Foreworker_0321_Final.pdf)

Source: BART Job Descriptions. https://www.bart.gov/about/jobs/descriptions
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APPENDIX D: JOB TITLES OF EMPLOYEES EARNING OVER 100 PERCENT
OF REGULAR PAY IN OVERTIME PAY IN FY2023 AND FY2024

Table 17. Count and Percentage of Employees by Job Title Earning Over 100 Percent of
Regular Pay in Overtime Pay in FY2023

FY2023 COUNT OF
FY2023 SAMPLE | EMPLOYEES WITHIN

JOB TITLE COUNT THE JOB TITLE PERCENTAGE
Power & Mechanical Foreworker 2 3 66.7%
Power & Mechanical Worker 8 25 32.0%
Sr Operations Foreworker 16 56 28.6%
Track Foreworker 4 15 26.7%
Sect Mgr Power & Mech Maint 2 8 25.0%
Electrical Foreworker 2 11 18.2%
Structures Foreworker 1 7 14.3%
Operations Foreworker 7 51 13.7%
Sect Mgr Track Maint 1 8 12.5%
Train Control Foreworker 1 10 10.0%
Electrician 8 85 9.4%
Communications Electronic Tech 4 47 8.5%
Track Worker 2 26 7.7%
Storekeeper 4 58 6.9%
Utility Foreworker 1 16 6.3%
Computer Electronic Technician 1 17 5.9%
System Service Foreworker 1 18 5.6%
Train Operator 23 473 4.9%
Police Dispatcher 1 22 4.5%
Sr Police Officer - Adv. 2 50 4.0%
Community Services Officer 2 57 3.5%
Track Equipment Operator 2 58 3.4%
Rolling Stock Foreworker 1 29 3.4%
Buildings Worker 1 31 3.2%
Police Officer 2 76 2.6%
AFC Electronic Technician 1 42 2.4%
Station Agent 8 361 2.2%
Train Operator PT 2 108 1.9%
Utility Worker PT 1 84 1.2%
Utility Worker 2 197 1.0%
Transit Veh Elec Tec 1 109 0.9%
Station Agent PT 1 110 0.9%
System Service Worker 1 146 0.7%
Transit Vehicle Mechanic 1 261 0.4%
TOTAL COUNT 117 2,675

Source: TAP International analysis of BART Earnings database.
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Table 18. Count and Percentage of Employees by Job Title Earning Over 100 Percent of Regular Pay
in Overtime Pay in FY2023 (continued)

FY2024 COUNT OF
FY2024 SAMPLE | EMPLOYEES WITHIN

JOB TITLE COUNT THE JOB TITLE PERCENTAGE
Sr Operations Foreworker 16 56 28.6%
Operations Foreworker 7 51 13.7%
Rolling Stock Foreworker 4 32 12.5%
Utility Foreworker 2 16 12.5%
Police Officer 8 70 11.4%
Track Foreworker 2 19 10.5%
Track Equipment Operator 3 56 5.4%
Track Worker 1 27 3.7%
Police Sergeant 1 35 2.9%
Communications Electronic Tech 1 44 2.3%
Sr Police Officer - Adv. 1 55 1.8%
Community Services Officer 1 58 1.7%
System Service Worker PT 1 63 1.6%
Train Operator 7 535 1.3%
Train Control Electronic Tech 1 100 1.0%
Train Operator PT 1 111 0.9%
TOTAL COUNT 57 1,328

Source: TAP International analysis of BART Earnings database.

42|Page



APPENDIX E: JOB CLASSIFICATIONS AND NUMBER OF EMPLOYEES WITH THE
MOST INDUSTRIAL INJURY-RELATED TIME IN FY2024

Table 19. By Job Classification, Number of Injury-Related Hours and Number of Employees in

FY2024

Job Classifications (Most to Least

Injury-Related

Number of Employees with

Injury-Related Hours) Hours* Industrial Injury Time Reported
Sr Police Officer - Adv. 6,750 22
Train Operator 3,939 107
Station Agent 3,521 95
Police Officer 3,170 8
Sr Police Officer-Adv. (84 hr) 2,615 12
Master Police Officer 1,800 1
Sr Police Officer - Int. 1,708

Transit Vehicle Mechanic 1,611 29
Police Sergeant (84 hr) 1,494 6
Utility Worker 1,014 27
System Service Worker 978 31
Sr Marketing Rep 684 1
Police Lieutenant 637

Police Officer (84 hr) 543 10
Operations Supervisor Liaison 501 5
Fare Inspection Officer 478 6
Elevator/Escalator Worker 316 7
Electrician 312 11
System Service Worker 141 295 9
Police Sergeant 288 8
Sr Operations Foreworker 277 7
Track Equipment Operator 274 6
Station Agent PT 258 10
Utility Worker PT 244 9
Sr Police Officer-Int. (84 hr) 232 3
Crisis Intervention Specialist 229 5
Community Services Officer 206 5
Rolling Stock Foreworker 190 2
Dump Truck/Equipment Operator 177 3
Police Lieutenant (84 hr) 167 1
Grounds Worker 161 6
Transportation Supervisor 158 2
Buildings Worker 152 3
Transit Veh Elec Tec 150 6
Operations Foreworker 128 2
Track Worker 122 3
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Job Classifications (Most to Least
Injury-Related Hours)

Injury-Related
Hours*

Number of Employees with
Industrial Injury Time Reported

System Service Worker PT 105 4
Structures Equipment Operator 99 4
Structures Foreworker 94 1
Structures Worker 80 3
System Service Supv 77 3
Train Control Electronic Tech 70 2
Human Resources Analyst I 66 1
Power & Mechanical Worker 60 2
Elevator/Escalator Trainee 56 2
Irrigation/Grounds Worker 54 2
AFC Electronic Technician 51 2
Sect Mgr Power & Mech Maint 50 1
Police Dispatcher 50 2
Sr Computer Support Coord 46 1
Electrical Helper 46 1
System Service Foreworker 43 2
Train Operator PT 42 2
Lead Police Dispatcher 40 1
Police Officerin Academy 39 1
Utility Foreworker 36 1
Expeditor/Clerk 35 1
Asst Supt of RS&S 32 1
System Service Crewleader 32 1
Transportation Adm Specialist 30 3
Electrical Foreworker 30 1
Material Expeditor 27 1
Administrative Analyst - BPOA 26 1
Cash Handling Foreworker 24 1
Structures Inspector 24 1
Track Foreworker 24 1
Mgr of Transportation Ops Supp 23 1
Grounds Worker/Applicator 20 1
Revenue Protection Guard 20 1
Administrative Support Officer 19 1
Auto & Equip Mechanic 17 1
Communications Electronic Tech 16 1
Warranty Administrator 14 1
Communications Specialist 11 1
AFC Foreworker 10 1
Sr Gov & Comm Relations Rep 10 1
DMU Engineer 10 1
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Job Classifications (Most to Least
Injury-Related Hours)

Injury-Related
Hours*

Number of Employees with
Industrial Injury Time Reported

Employee Dev Specialist SEIU

Shop Scheduler

ERS Technician

Executive Assistant

Administrative Analyst SEIU

Buildings Foreworker

R WO|O®|0|©

RIR R|R[R|R

TAP International analysis of BART Earnings Database
* Earning Codes: 201-Industrial Injury-Hourly, 202-Industrial Injury-Salaried, 203-Ind Injury Followup Visit-Hrl, 204-Ind
Injury Followup Visit-Sal, 240-Sick Leave Coordination-Hrl, 241-Sick Leave Coordination-Sal, 706-No Pay-Sick Leave
Coord-Hour, 707-No Pay-Sick Leave Coor-Salari. Other Earning Codes for Make Whole, Disability Sick Leave, and
Disability Non-Paid did not have unique Earning Codes strictly associated with industrial injuries, so were not included in

these sums.
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APPENDIX F: EXAMPLES OF POTENTIAL SCHEMES TO FALSIFY HOURS
AND SALARY

Illustrating how time theft schemes may occur can help organizations reduce the risk of these
issues from occurring through their fraud prevention and detection efforts. The Association of
Certified Fraud Examiners (ACFE) provides information on the known types of payroll fraud
schemes, including those to falsify hours worked and rates of pay, which is a common type of
occupational fraud. The opportunity for an employee to substantially increase their compensation,
through overtime, could be an incentive to perpetrate a scheme to falsify hours or salary. According
to the (ACFE), payroll schemes like these can be costly to an organization, hinder productivity, and
affect employee morale. Figure 20shows the ACFE’s illustration of how a scheme to falsify hours or
salary could be perpetrated within an organization’s timekeeping and payroll processes. For
example, an employee may report overtime hours they did not work or otherwise falsify their
timesheet to increase their compensation.
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Figure 20. Known Payroll Fraud Schemes

Employee falsifies
timekeeping andfor
vage rate information

Falsified Hours and Salary

Source: ACFE Payroll Fraud Schemes.
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APPENDIX G: AGENCY COMMENTS

RECOMMENDATION

AGENCY COMMENTS

Recommendation 1: BART
management should address the
factors driving overtime in positions
with continued high levels of
overtime use and for those positions
with employees who earned overtime
pay amounts of double or more of
their regular pay. These factors
include, but are not limited to,
challenges to hiring and promotion
and the work rules governing
overtime work.

Operations and Human Resources are working to fill
critical vacancies. Some of the departments with high
overtime are challenging to recruit and retain. We
continue to utilize, hire and maintain pools for Part Time
staff in System Service, Utility, Station Agents and Train
Operators in order to fill day-to-day vacancies.

Operations and BPD also meet every two weeks with the
Deputy General Manager to trend and drive overtime
down by department.

Hiring qualified sworn police personnel has been
difficult for all law enforcement agencies, including
BART, which is reflected in overtime costs. In addition to
working with Human Resources to fill vacancies, BPD
has implemented a “fair share” system to allocate
overtime during periods where staffing is short due to
vacations and planned events. The “fair share” system
works with the Telestaff scheduling system overtime
auctions to allocate overtime over the largest group of
employees to reduce the requirement for a small group
of employees to work a disproportionate number of
mandatory shifts.

Recommendation 2: BART
management should develop and
implement cost-effective processes
or tools to improve overtime cost
management, including overtime
budget forecasting, monitoring and
analysis of the reasons for overtime
work, automated scheduling, and
performance measures for the
efficiency and effectiveness of the
timekeeping system.

The Office of the Chief Financial Officer (OCFO) has
been refining its overtime cost budgeting for the past
several years and will continue to do so based on
recommendations of this audit and industry best and
leading practices. The OCFO works with Operations, the
BART Police Department, and other executive offices
that generate overtime to regularly monitor overtime
hours and costs. This information is incorporated into
budget development as well.

Staff will continue to work with the Office of the Chief
Information Officer (OCIO) to improve accessibility to
overtime data and related analytics and leverage the
data and analytics tools to iterate reporting and develop
performance measures to consistently monitor overtime
cost drivers and their cost components. The focus of this
work will be the root cause of overtime beyond staffing
shortages.
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Recommendation 3: BART
management should, with the
assistance of BART’s risk managers,
assess and report to the Board on the
risk of, and extent that overtime work
has led to industrial injury at BART, if
any.

Human Resources will work with our 3rd Party
Administrator to obtain workers’ compensation injury
data and will determine whether a correlation exists
between work-related injuries and overtime. If overtime
is found to be a contributing factor, Human Resources,
Operations, and System Safety will collaborate to
develop an actionable plan to address the issue, reduce
injury risk, and promote a safer work environment.

Recommendation 4: BART
management should address
deficiencies in the time review and
approval process to better prevent
and detect time theft schemes, and
ensure BART has sufficient anti-fraud
policies, procedures and systems.

BART’s Performance & Innovation team has recently
developed process maps for the payroll process. OCFO
staff will review the maps to determine gaps in the
process or potential weaknesses to internal controls.

With the process maps complete, Internal Audit will
move forward with its Payroll Process audit that was
included in the FY25 Audit Plan:

BART’s payroll procedures and systems utilize both
manual and automated processes, including staff
scheduling, timesheet entry/timecard tagging, time
approvals, submission, and payment and deductions.
Risks to pay accuracy include manual processes that
can be automated, and undocumented, inconsistent,
and non-standard processes.

The scope of the audit will include reviewing the time
entry/ timesheet process, including how time is entered,
tracked, and approved. Management will use data
analytics tools to identify trends and anomalies in
payroll data, including time reporting codes related to
overtime. The resulting trends will be evaluated with
gaps, if any, identified in the process maps and the root
causes mentioned in the response to Recommendation
#2 to determine if changes are needed to the payroll
process.
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Recommendation 5: BART
management should strengthen
fraud prevention practices in the
areas recommended by best
practices, including anti-fraud
education and awareness, proactive
audit procedures, and ethics and
organizational culture.

Management will evaluate fraud prevention measures
for timekeeping and payroll based on its analysis of the
payroll process. This analysis will allow management to
identify areas of potential fraud to inform anti-fraud
education and awareness materials and proactive audit
procedures.

Management will evaluate the best ways to disseminate
fraud prevention information to a broad audience and
take other actions to increase fraud awareness (e.g.,
enhancements to the Employee Code of Conduct,
board-approved fraud policy, etc.).

The General Counsel’s Office currently provides ethics
training upon request, and management will evaluate if
this training should be provided to all employees on a
periodic basis.
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